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BBenenue

CornacHo pOCCHIICKOMY 3aKOHOJATeIbCTBY, MH(pOpPMalMOHHAs O€30MacHOCTb AETed — 3TO
COCTOSIHME 3alUIIEHHOCTHU JIeTed, NPU KOTOPOM OTCYTCTBYET PHUCK, CBS3aHHBIH C NPUYMHEHUEM
uHpopMaIuei, B TOM YUCIIe pacupocTpaHseMoil B cetu IHTepHeT, Bpeaa uxX 30pOBbI0, (U3NIECKOMY,
MICUXUYECKOMY, JYXOBHOMY U HPAaBCTBEHHOMY Pa3BUTHIO.

JlaHHbBIE METOTMYECKHE PEKOMEHAALINHN pa3padoTaHbl B COOTBETCTBHU ¢ DeepabHbIM 3aKOHOM
o1 29.12.2010 N 436-®3 (pexn. ot 31.07.2020) "O 3amure aeTeit oT HHGOPMAIIH, PUYUHSIONICH BpeT
UX 3710POBbIO U Pa3BUTHUIO".

[lenb JaHHBIX METOJUYECKHMX PEKOMEHJAlUUNd - O3HAKOMHUTb pOJAUTENeH (3aKOHHBIX
MPEJCTaBUTENICH) ¢ BO3MOXXHOCTBIO U HEOOXOIUMOCTBHIO OpPraHH3alMU POJUTEIHCKOTO KOHTPOJS 3a
noctynoM jaereil B cetb MHTepHer. MeTonuyeckue peKOMEHAAlUU MpeaHa3HaYeHbl IS poJuTeNen
(3aKOHHBIX MPEACTABHUTENCH), T. K. oOecredeHne 0e30MacHOCTH JIeTeil B ceTu MIHTepHET HEBO3ZMOXKHO
0e3 mpuBieueHus: poauteneid. Yacto poauTenu He MOHUMAIOT U HEJOOUEHHUBAIOT YIpO3bl, KOTOPHIM
MoJIBEpraeTcsi uX peOCHOK, HAXOSICh B ceTH VIHTepHeT.

C ponutensMu HEOOXOIUMO BECTH IMOCTOSHHYIO pa3bACHUTEIbHYIO paboTy, T.K. 0e3
MOHMMAHMS POJUTEISIMA JaHHOM MpPOOJEMBI HEBO3MOXXHO €€ YCTPAaHHTh CHJIAMH  TOJIBKO
o0pa3oBaTeNnpHON OpraHu3ali, U TeM Oojee OTHAeNbHOro menarora. Ha poauTenbckux coOpaHMSX,
JIEKTOPUSX, BCTPEUaX CO CHELMATUCTAMH HY’KHO 3HAKOMUTh UX C BUJIaMH CYLIECTBYIOIIUX HWHTEPHET-
yrpo3, peKOMEHAIMSIMU M0 00ecTieueHII0 0€30MacHOCTH peOeHKa B CETH OTBETCTBEHHOCTH POJAUTEIICH.



OO0mmit anaau3 npodaeMbl M1 He00X0AMMOCTD 3a1MTHI AeTel B ceTd UHTEpHeT

B Hacrosimee Bpemst IHTEpHET SBISETCS OAHUM U3 CaMBIX BOCTPEOOBAHHBIX MCTOYHUKOB JIJIS
MOJTy4€HHUs HOBBIX 3HAHUH, Heo0XoauMoi nHpopmanuu B yu€oe, opraHu3auu J0cyTa. Y BeTuUuBaeTCs
T0JIsI TI0JIb30BaTEleH, KOTOphIe MPOBOAAT B ceTu MHTepHeT Bce cBoOoaHOE Bpems. Ilo pesyibraram
uccinenoanus JlaGopatopuu Kacmnepckoro mocTossHHO B CETH HaxoAdTcs OoJiee IMOJOBHUHBI BCEX
HECOBEPIICHHOJETHUX ToJib3oBaTeneit B Poccun (56%). Jletu yxe He Mpe/ICTaBIsAIOT CBOIO KU3Hb 0€3
MOAKIIOUEHHBIX K MHTepHery ycrpoiictB. OHHM pOAMIUCH, U JKUBYT B DJIOXYy BceoOImIei
uHpopmaTu3zanuu. Bee 3To oka3piBaeT camoe mpsMoe BO3/ICHCTBHE HAa SMOLIMOHATIBHOE U (pru3mueckoe
pa3BUTHE MOApacTaoniero nokogeHus. CeroiHa MHOTHE yueHble 00€CTIOKOEHbBI HETaTUBHBIM BIMSHHEM
MH(POPMALIMOHHOTO HACUIIUS Ha JIETCKYIO TICUXHKY.

Opnako, uHTepec nereil k cetu MHTEepHET HE OrpaHMYMBAETCA MOTPEOHOCTHIO B IMOIYYEHUU
HOBOH mosie3Hoi MH(pOpManuu. [IpUYMHBI MOCTOSIHHOTO HWCHOJB30BAHUS TAJKETOB MOTY OBITh
pa3IMYHbL: HEOCTATOK OOILEHHUS CO CBEPCTHUKAMU M 3HAUYUMBIMH JUIsl peOeHKa JIOAbMH, ASPUIUT
BHUMaHHUS CO CTOPOHBI POIMTENEH, HEYBEPEHHOCTh B ce0e M CBOMX CHJIAX, 3aCTCHYMBOCTh H
3aMKHYTOCTb.

WHTEepHET CTajd HEOTHEMJIEMOM YacThbIO KHU3HEIEATCIbHOCTH, HO, K COXXKAJICHHUIO, OH YacTo
UCIONIb3YeTCSl Ul  COBEPIICHHUS  NPAaBOHAPYUICHWM, HAMpaBiICHHBIX MNPOTUB  JUYHOCTH,
pacrpoCcTpaHeHHs SKCTPEMHUCTCKUX MAaTEPHUAIOB, HAPKOTUYECKUX CPEICTB U IICUXOTPOITHBIX BEIIECTB,
aJIIKOTONBHOM M TabauHoi mpoxykuuu. [logoOHas mpomaraHaa M pekiiaMa OKa3bIBalOT MaryoHoe
BO3/CHCTBHUE, B MIEPBYIO O4Yepe/ib, HA HECOBEPIICHHOJETHUX JIUI ¢ UX emé He chOpMUPOBABIIMMUCS
MHUPOBO33peHUEM M rcuxukoil. Cama mHdOpMaILKg 4acTO HOCUT MPOTUBOPEUUBBIM, arpeCCUBHBIN U
HETaTUBHBIN XapaKTep U BIMIET HAa COLMAIbHO-HPABCTBEHHBIC OPHEHTUPHI OOIECTBEHHOW KHU3HHU. B
CBSI3M C JTUM, BO3HHUKaeT mpobiema HH(POpPMALMOHHOW 0e30macHOCTH, 0e3 pelleHHs KOTOpoil He
MPEJCTABISAETCS BO3MOXKHBIM TIOJHOIICHHOE pa3BUTHE HE TOJNBKO JHMYHOCTH, HO M OOmIecTBa.
CoBpeMEHHBIN IIKOJIbHUK, BKJIIOYEHHBIH B MPOIECC MO3HAHMS, OKAa3bIBACTCA HE3AIIUIIEHHBIM OT
noTokoB nH(popmManuu. [Iponaranaa »KeCTOKOCTH CpeACTBAMH MacCOBOM MH(OpMaIIHK, BO3pacTaroIas
pons MHTepHeTa, OTCYTCTBHE IICH3YPHI SBISETCS HE TOJBKO COIMAIBHON, HO M TENarormyecKon
po0IeMOii.

Obecnieuenne paerckoi Oe3omacHocT B VHTEpHET — OJHA U3 CaMblX aKTyaJlbHbIX TEM
COBPEMEHHBIX HCCIIEOBAaHUI U AUCKyccuid B oOmiecTBe. [[eTsM IMCUXOJIOTMYeCKH HE CBONCTBEHHO
MMOHWMaHHUE BaXHOCTH COOJIOIEHUS MEp CBOEH JIMYHOW 0€30MacHOCTH, YTO SIBISIETCS PE3YJIbTaTOM
COLIMAJILHOTO HAy4YeHHUs W CEMEMHOro BocmuTaHus. HecoBeplIeHHONETHUM MOJIB30BATENSAM CIOXKHO
pacro3HaTh yrpo3y, Kak B )KU3HH, TaK ¥ B CETH.

HccnenoBaHus MOKa3bIBAIOT:

80% neteit 10 12 neT myMaroT, 4TO MPECTYMHUK BCETJa B YEPHONU MACKE U C MUCTOJIETOM;

75% nereil Ha3bBIBAIOT 4YY)KOI'O 4YEJIOBEKAa 3HAKOMBIM, €CIIM BHJIETU ero Qororpaduio B
COITMAITBHBIX CETSX;

40% pereli pasriamaioT KOHPHUICHIIMATbHBIE JaHHBIE O ce0e MIIM CBOCH CEMbE B COLIMATBHBIX
CeTSIX;

40% yka3bIBaIOT IIKOJY, B KOTOPOH y4aTcsl B COIUAIBHBIX CETSX;

14% B conuanbHBIX CETAX JACTEH MPUBOIAT CBOM TOUHBIN aJpec MPOKUBAHUS;

11% He cKpbIBaIOT, CKOJIBKO 3apadaThIBAIOT UX POTUTEIH.

[Icuxonmornueckoe BIMSHUE WHTEPHET-KOHTEHTA Ha TICUXHKY peOEHKa, €ro SMOLMOHAIbHOE
COCTOSIHUE HeNb3sl HEJO0OLIEHUBaTh. JlaHHBIE MOATBEPXKAAIOT, YTO CPEAM JETe U IOAPOCTKOB
pacrpocTpaHeHa pacChlIka BUICO CIIEH KECTOKOTO HACHIINS, YIIMYHBIX JIpaK, arpEeCCHBHBIX ACHCTBUI B
OTHOIICHUHU >KUBOTHBIX M Jake UX yOuiicTB. 75% MaNbuMKOB TaK WIM MHA4Ye OyIyT CMOTPETHh ATOT
matepuai, 32% OyayT pacchulaTh ATOT MaTepHal CBOMM JPY3bsIM M 3HAKOMBIM. JleTsM HOCTyIieH
KOHTEHT JpPOTHYECKOTO COAEp)KaHUsS, TPYyHI CMEPTH, MaTepHuajbl HKCTPEMHCTCKOTO XapakTepa,
3anpelleHHbIE 3aKOHO1aTeNbCTBOM Poccniickoit Denepannn K pacpoCTpaHEHHIO. TakKe yJaCTUIINCh
ciyyan KuOepOyJUIMHIa B CETH, MOIIEHHUYECTBAa, BHEAPEHUS BPEIOHOCHOTO MPOrPaMMHOTO
o0ecTieYeHus ¥ IPYTHUX YTPO3.



B Poccun 1 cents16ps 2012 rona Berynuin B cuiny ®enepanbhbiii 3akoH o1 29.12.2010 N 436-03
(pen. ot 28.07.2012) "O 3ammte aeteil oT MHPOpMAIUM, MPUUUHSIONICH BpEA WX 3I0POBBIO H
pa3BuUTHIO".

JIaHHBII 3aKOH PEryJIMpPYEeT OTHOLIECHHMS, CBSI3aHHbBIE C 3aIUTON JAETe OT TPAaBMHUPYIOLIErO UX
MICUXHUKY WH(POPMAITMOHHOTO BO3JCHCTBHS, XKECTOKOCTH M Hacwius B obmemoctynmaeix CMU. K
nH(popMalnu, 3aIpeLeHHON 11 000poTa cpeau AeTeil, OTHOCUTCS HH(POpMAIIHS:

o0y KJaromas 1eTeil K COBEPIIECHUIO ACUCTBUM, PEICTABIIAIOIINX YIPO3y UX JKU3HU U (WJIH)
3JI0pPOBbIO, B TOM YHCJIE K IPUUUHEHUIO BPE/a CBOEMY 3/10POBbIO, CAMOYOHICTBY;

crocoOHast BbI3BaTh Yy JIETEH jkeIaHue yIoTpeOUTh HAPKOTHUECKHUE CPEICTBA, ICUXOTPOITHBIE U
(unmM) oxypMaHHMBAIOIIME BEIIECTBA, Taba4yHBIC H3ACTHS, AJIKOTOJBHYI0 U CIHPTOCOJCPIKAIILYIO
MPOAYKIIMIO, TMBO U HAIIUTKH, U3TOTABIMBAEMbIE HA €r0 OCHOBE, IPUHATH YYaCTUE B a3apPTHBIX UIPAX,
3aHUMATbCS MPOCTUTYLIUEH, OPOISKHIYECTBOM HMJIH MONPOIIAHUYECTBOM;

000CHOBBIBAIOIIAs WM OINPaBABIBAIONIAS JOIYCTUMOCTh HACWIHS U (MJIM) KECTOKOCTH, JINOO
o0y KAaro1Iasi OCYIIECTBIISATh HACHIILCTBEHHbIE ICHCTBHS IO OTHOLICHHUIO K JTFO/ISIM HJTH dKUBOTHBIM, 32
HCKJIFOYEHHUEM CIIy4aeB, IPEeLyCMOTPEHHBIX HAaCTOAIUM DenepalibHbIM 3aKOHOM;

OTPHIAIOIIAs CEMEHHbBIE IEHHOCTH U (POPMHPYIOIIasi HEyBaKEHHE K

poauTeNsaM U (WIn) IpYTruM YieHaM CEMbU;

OIpaB/IbIBAIOIAs IPOTUBOIPABHOE MIOBE/ICHUE;

coJieprkaliasi HelleH3ypHYI0 OpaHb;

coaepxamiasi HHGOPMAIHIO ITOPHOTPaPUUIECKOT0 XapaKTepa.

O6opoT Takoif nH(popMaIUK HE AOIYCKAETCs CpeIn AeTel B MecTax, JOCTYIMHbBIX Ui AeTei, 0e3
IIPUMEHEHUS aIMUHUCTPATUBHBIX U OPraHU3aLMOHHBIX MEp, TEXHUYECKUX, IPOrpaMMHO-aIapaTHbIX
CPEICTB 3alIMUTHI IeTel OT TaKOil HHPOPMAIIHH.

Jlereii u mnoapocTkoB, 0€3 BCAKOINO COMHEHHUS, HYXXHO 3allMIaTh OT pa3pyLIarollero
MH(OPMALIMOHHOTO BO3ACHCTBHS Ha HX HECPOPMHUPOBABUIYIOCS JUYHOCTh. Kpome »storo,
WHGOPMALIMOHHAS TPOMYKIMS, 3alpelieHHas s JeTed, He MOXXET pacHpOoCTPaHAThCS B
MpeHa3HAYEHHBIX I JIeTeil 00pa3oBaTeNbHBIX OPraHU3alUAX, AETCKUX MEIUIIMHCKUX, CAHATOPHO-
KYpPOPTHBIX, (DU3KYJIbTYpHO-CIIOPTUBHBIX OpraHU3alUsAX, OpPraHU3alUsAX KyJIbTYpbl, OpPraHU3aLMIX
OT/IbIXa U 03/I0POBJICHUS AETEH UM HA PACCTOSIHUHM MEHEE UEM CTO METPOB OT IPAHUI] TEPPUTOPHUH ITUX
OpraHu3aIui.

B 3akone ompenensiorcs BHIBI HHPOPMALUMHU, PACIPOCTPAHEHHE KOTOPOM cpeau aerei
OTIpe/IeNIEHHBIX BO3PACTHBIX KaTETOPUI OTpaHUYEHO, K HEl OTHOCUTCS MH(OpMAaIIHS:

® TIpejcTaBisieMas B BHJE H300pa)KEHUS WM OMUCAHUS >KECTOKOCTH, (U3MYECKOTO U (WIIM)
NICUXUYECKOTO HACUJINS, IPECTYIICHHUS NIM HHOTO aHTHOOIIECTBEHHOTO IEHCTBHS;

e BBI3BIBANOINAS Yy JETEH CTpax, yKac WU IAaHUKY, B TOM 4YHUCJIE MNpEACTaBlsieMas B BHJE
M300pakeHUs] WM ONKCaHUs B YHHXKAOIIEH 4eloBe4YecKoe JOCTOMHCTBO (hopMe HEHACHIIbCTBEHHOM
cMepTH, 3a0o0sieBaHUs, caMOyOUICTBA, HECYACTHOTO Ciydyasi, aBapuM WIM KartacTpodbl U (WIM) UX
MOCJIECTBUM;

® [Ipe/CcTaBlisieMas B BUJI€ N300pakeHUs MU OMUCAHHUS MOJIOBBIX OTHOIIEHUH MEXly MY KUMHON
¥ KEHIITUHOM;

e cojepxaiias OpaHHbIE CJIOBa U BBIPAYKEHUS, HE OTHOCSIINECS K HELIEH3YPHOU OpaHu.

Pacnpoctpanenue Takoil HMH(POPMAIMOHHOW MNPOAYKLUUH JIOIMyCKaeTcs Cpeau JeTei
OTIpe/IeNIEHHBIX BO3PACTHBIX T'PYII MpHU COOJNIIOJIEHUU oOsiagaTesieM HH(QOpPMAalMK yCTAaHOBJIEHHOIO
3aKOHOM TOpsIJIKa 10CTyMa AeTeil K nHpopManuu (B YaCTHOCTH, IIPH YCIIOBHHU, YTO B UH(OPMAIIMOHHOMN
MPOIYKIIMH COJIEPKUTCS WSl TOpAKECTBA 100pa HaJl 37I0M, COCTpaJaHUE K )KePTBE HACHIINSA, OCYKICHHE
HACUJIUS, a N300pakeHUe U OMHMCAHUE HACHIIUS, )KECTOKOCTH, aHTUOOIIECTBEHHBIX JEUCTBUI HOCUT
HEHATYpaJIMCTUYECKU I, KpaTKOBPEMEHHBIN WIIN AMH30IMYECKUI XapaKkTep U T.I1.).

3aKOHOM yCTaHaBIMBaeTCs Kiaccu(ukauuss HWHPOPMALMOHHON TMPOAYKIMHU 1O MATH
BO3PACTHBIM KaTErOpHsIM:

¢ yHpOpPMAIMOHHAS MIPOAYKIIMS JUIsl 1eTel, He JOCTUTTIMX BO3pacTa IIECTH JIET;

e yH(pOpPMAIMOHHAS NPOAYKIMS JUISl IeTeH, TOCTUTIINX BO3pacTa IIECTH JIET;

e yHpOpPMAIMOHHAS MPOAYKIIMS JUIsl IeTel, TOCTUTIINX BO3pacTa ABEHA/ILIaTH JIET;

e yHpOpPMAIMOHHAS MPOAYKIIMS JUIsl IeTeH, TOCTUTIINX BO3pAcTa MIECTHAALATH JIET;



e uyHdOpMaIMOHHAS TTPOIYKITNS, 3apelieHHas TSl IeTEH.

KonTenTHBIE pUCKHU. YTO 3TO TaKoe U KaK UX M30€KATH?

KOHTEHT — 3TO HaNOJHEHNE WU COIEP)KaHUE KaKoro-I1n00 NHPOPMALIMOHHOTO pecypca: TEeKCT,
rpaduka, My3bIKa, BHJICO, 3BYKH U T.A. (HapUMep, KOHTEHT MHTEPHETCAiTa); MOOMIIbHBIN KOHTEHT —
MYJbTUMEIUIHOE HAIlOJHEHHE, aJallTUPOBAHHOE MAJIS MCIIOJIb30BAaHMS B MOOWJIBHBIX YCTPOHCTBax
(renedonsl, cmapToHB, KOMMYHHKATOpPbl M T.A.): TEKCT, Trpaduka, My3blKa, BHJIEO, HIPHI,
JIONOJIHUTEIBHOE NTPOrpaMMHOE OOecIieueHue.

WNudopmanus HexenaTeaIbHOro XapakTepa, KOTopas HeceT B ce0e KOHTEHTHBIE PHUCKH, — 3TO
pasnuyHble MH(OPMAIMOHHBIE PEecypchbl (TEKCThl, KapTUHKH, ayAuo, BHUIEO(allbl, CCBUIKM Ha
CTOPOHHHE PECYPCHI), COJIEpIKAIUE POTUBO3AKOHHYIO0, HEATUYHYIO M BPETOHOCHYIO HH(POPMAILIHUIO.

K npoTuB03akOHHOM, HEATUYHOMN U BPEIOHOCHON MH(OPMAIIMY OTHOCSTCS:

IIpoIaraH/ia HacWJus, )KECTOKOCTH U arpeccuy;

pa3XUraHue pacoBOW HEHABUCTH, HETEPHMMOCTH I10 OTHOLICHUIO K JPYTUM JIOAAM 110
HAlMOHAJIbHBIM, COLIMAJIbHBIM, TPYIIIOBBIM IIPU3HAKAM;

npornarai/ia CyuIuia;

[IpOIaraH/ia a3apTHbIX UIP;

npornaraizia ¥ pacrpocTpaHEeHHE HApKOTHUECKUX U OTPABJISIOIINX BELIECTB;

IpoTnarai/ia AesTeIbHOCTH Pa3IMIHBIX CEKT, He(hOpPMAIbHBIX MOJIO/ICKHBIX JABHKECHUI,

9pOTHKA U IOpHOTpadus;

HEILICH3YpHAas JIGKCUKA U T. 1.

B cetn UHTepHeTr Takyto MH(OpMALMIO MOKHO BCTPETUThH MPAKTUYECKU BE3/E: B COLUAIBHBIX
ceTsAx, Osorax, NMepCOHAIbHBIX caiTaX, BUJCOXOCTHMHrax M Jp. He SBISIOTCA HCKIIOYEHUEM MU
MOOUJIbHBIE CEPBUCHI.

Pa3merienue npoTrBo3akoHHON MH(pOpMaIuK B ceTh MHTepHET npecieayeTcs Mo 3aKoHy. JTO
OTHOCHUTCSI B TIEPBYIO OYepellb K PACIpOCTPAHEHHIO HAPKOTUYECKHX BEUIECTB, MOPHOTpadhUIECKUX
MaTepHajoB, OCOOEHHO C yYacTHEM HECOBEPILEHHOIETHUX, PU3bIBaM K Pa3KUIaHUIO HAllMOHAJIBHOMN
PO3HM U JKCTPEMHUCTCKUM JIEUCTBUSM. B pOCCHIICKOM 3aKOHOJATENbCTBE €CTh BO3MOXHOCTH B
COOTBETCTBUM CO CTaThsIMH YIOJOBHOI'O KOJEKCa NpHUBJIEYb K aJMUHUCTPATHUBHOM M YrOJIOBHOMN
OTBETCTBEHHOCTH 32 PacCHpOCTpaHEHUE [10I00HOr0 HEraTUBHOI'O KOHTEHTA BJIAJIEIIbLIEB CAUTOB, @ TAKKE
aBTOPOB 2JIEKTPOHHBIX TEKCTOB M BUJICONPOAYKIINH.

HesTnuneblii, npoTuBopedanmiyii NpUHATHIM B OOILIECTBE HOpPMaM MOpajdd U COLMAIBHBIM
HOpMaM, KOHTEHT He 3alpellleH K pacpoCTpaHEHHIO0, HO MOXKET CoJiepKaTh HHPOPMALIUIO, CTIOCOOHYIO
OCKOpOMTH NOJIb30BATENEN U 0OKa3aTh BpeJOHOCHOE Bo3zeicTBHe. [logo0Has nHpopmanys He nonajgaet
IO/l JEMCTBUE YrOJOBHOTIO KOAEKCA, HO MOYKET OKa3aThb HETaTUBHOE BIMSHHME HA NICUXMKY YEIIOBEKA,
ocobeHHo pedeHka. [IpumepaMu TakMX MaTEpPUAIOB MOTYT CITY>KUTh LIUPOKO PACIPOCTPAaHEHHbIE B CETU
M300pakeHMs] CEKCyalIbHOTO XapakTepa, MOpHOrpadus, arpecCuBHbIe OHJIANH-UIPBI, a3apTHBIE UIPHI,
uH(popMalysg 0 HE3J0pOoBOM 00pa3e *KU3HU, NIPUHECEHUU Bpela 3/I0pPOBbIO U JKU3HHU, HEIEH3ypHas
OpaHb, OCKOpOJIEHUs U Jp.

Hestnunas u BpenoHocHass mH(poOpMalus, MOXET ObITh, HallpaBlI€Ha HA MaHUIYJIMpPOBaHUE
CO3HAaHUEM U JICHCTBUSIMU PA3TUYHBIX rpynn goael. Takas nHGpopmanus 4acTo ObIBaeT 3aMaHUYUBON U
OKa3bIBaeT CUJIbHOE MCUXOJIOIMYECKOE JIaBJIEHUE HA JIETeH U MOJPOCTKOB, KOTOPbIE HE CIIOCOOHBI JI0
KOHIIa OCO3HATh CMBICJ IPOUCXOSAIIETO U OTKA3aThCsl OT IPOCMOTPA U U3yUEHUS CAUTOB C HEraTUBHBIM
coliep>)KUMbIM. BnusiHne mnomgo6GHoOro pona uH(oOpManuM Ha €mie HEOKPENIIylo MCUXUKY JAeTed U
MIOIPOCTKOB — HEMPEJCKAa3yeMO; IO/ BO3JAEHCTBHEM TaKUX CAaWTOB MOXKET MOCTPaAaTh HE TOJIBKO
MICUXHKA, HO U (PU3NYECKOE 3/T0POBhE pEOCHKA.

BpenoHoCHBINE KOHTEHT MOXKET NPHUBECTH K 3apaXCHUIO0 KOMIIBIOTEpPA BHPYCaMU U TOTEPE
BaXXHBIX JaHHBIX. OCOOEHHO OMACHBIMHU C 3TOM TOYKHU 3pEHHUS ABJISETCS IPOCMOTp yepes ceTh HTepHeT
T€X WIM HHBIX BHJIeoMarepuasoB. O4YeHb MHOTHE pACHpPOCTPAHUTENN HETAaTUBHOTO KOHTEHTA
MpecieayoT ONPEICIEHHYIO LENb — 3apa3uTh KOMIIBIOTEDP, YTOOBI B JaIbHEUIIIEM UMETh BO3MOKHOCTh
MaHMITYJIMPOBATh TAHHBIMH U JCHCTBUSAMH 3apaXKEHHOTO KOMITbIOTEPA, MOIYUYHUTh JEHBI'H HE3aKOHHBIM



criocobom. Takue neicTBUS MpecIeayI0TCs 0 3aKOHY B COOTBETCTBHH CO CT. 272,273, 274 YTOI0BHOTO
konekca PO.

KontenTHas q)I/IJII)TpaIII/IH AOMANIHET0 HHTEPHETA H BO3MOKHOCTH
HUCIIOJB30BaAHHUA NMPOrpaMMm poaAUTEIbCKOI0 KOHTPOJIA.

be3zonacHbIN MOUCK

CoBpeMeHHBIE TTOMCKOBBIE CUCTEMBI MTO3BOJISIFOT AaKTUBUPOBATH (DYHKIIHMIO 0€3011aCHOTO MOUCKA
i GUIBTPALMU PE3yJIbTaTOB IMOMCKOBBIX 3aIIPOCOB OT HEXKENATEIbHOI0 KOHTEeHTa. MHCTpyKuuu o
TOM, KaK BKIIFOUHUThH O€30MaCHBIN TTOUCK B OMCKOBOM crcteme Snaekc u Google MoxxHO mocMOTpeTh B
BH/JICO MHCTPYKIMHU 110 cchuike: https://youtu.be/zaSDCIUAGLC.

CyIIecTBYIOT TaK e JOTOJTHUTEIbHBIC MOMCKOBBIE CHCTEMBI, B KOTOPHIX OE30MAaCHBI IMOUCK
BKJIFOUCH aBTOMaTHuYeCckH, HanpuMep «besomnacubl morck SKYDNSy, ycTaHOBHTH TOMCKOBUK OCHOBHBIM
B Opay3epe MOKHO 10 cchuike: https://search.skydns.ru/.

JlononHuTeNbHYI0 (GUIBTPAIIMI0 TOUCKOBBIX 3aIIPOCOB OT «B3POCIIBIX» MaTEPUATIOB U OMACHBIX
CaliTOB, BBIJJAHHBIX B MIOMCKOBBIX CHCTEMax, MoxkeT obecrieunth n3menenue DNS cepsuca. Haunboinee
MOMYJISIPHBIM, pacnpocTpaH€HHbIM U OecriatHeiM  DNS  cepBuCOM, OpUEHTHUPOBAHHBIM Ha
0e3omacHoCTh jaereld, spisercs SAunexc.DNS. M3smenenne DNS cepBrca MOKHO IPOU3BECTH HA pOyTEpe
W TOrjaa Bcs JOMalnHss ceTb Oyaer B OezomacHoctu. MucTpykius no usmenenutro DNS cepsuca
JocTymHa 1o cebutke: https://youtu.be/Eqk2H-pu9Vw.

POI[I/ITCJ'IBCKI/Iﬁ KOHTPOJIb Ha KOMIIBXOTCPE U MOOHJILHOM YCTpOﬁCTBe

Ha peiHKE mnporpaMMHOr0 oOecneueHus] CYyIIECTBYeT OOJBIIOE KOJIMYECTBO MPOTPaMM
MIPEIOCTABIISAIOMIUN YCIYTH POAUTEIHCKOTO KOHTPOJIS. JJaHHBIE YCITyTH MO3BOJIAIOT:
1. Orpannyenue BpeMeHH, IPOBOJUMOTO PEOEHKOM 32 KOMIIBIOTEPOM.
2. YcraHOBKa 3allpeTOB HA MCMOJIb30BAaHUE JIETHMU OTIENIbHBIX TPOrPaMM
3. YmpaBineHue JOCTYNOM K UTPOBBIM MPHIIOKCHHSM.
4. Xypnan otueToB 0 paboTe pedeHKa 32 KOMIBIOTEPOM.
Haunbosee monyssipHbIMU SIBIISFOTCS CEPBUCHI:
Kaspersky Safe Kids — pacmpoctpaneHHass mnporpaMma pOJMTEIBCKOTO KOHTPOJIS,
npeaHasHauYeHHAs I CMapTQOHOB, KOMITBIOTEPOB U TUIAHIIIETOB.
becruiaTHast Bepcus OrpaHUYMBAETCS YETHIPbMSI OCHOBHBIMHU (DYHKLIMSIMHU:
® KOHTPOJIb AKTUBHOCTU B MHTEPHETE;
e 0e30macHBIN MOUCK B youtube;
® KOHTPOJIb HCIIOJIb30BAHHS TPOTPAMM;
® KOHTPOJIb HCITOJIb30BaHUS YCTPOMCTB.
[TnatHast Bepcus ycraHaBnuBaeTcs 3a 900 pyOJeil B roa M mpeisaraeT JIONOJHUTENbHbIE
BO3MOKHOCTH:
UCTIOJIb30BaHUE YCTPOUCTBA 110 PACTIHCAHUIO,
OTIpeNieIeHne MECTOHAX 0K ICHHs peOeHKa,
KOHTPOJIb 3apsiia OaTapeu;
KOHTPOJIb AKTUBHOCTHU B COLIMATIbHBIX CETSIX;
UCTOpPHUS MOUCKOBBIX 3alIpOCOB B youtube;
YBEIOMJICHHSI B PEaJIbHOM BPEMEHH.
[Tpunoxxenue paboTaeT Ha Bcex nonysipHbIX margopmax: 10S, Augpousn, Windows, Mac. Her
OrpaHUYEHUI Ha KOJMYECTBO YCTPOMCTB.
Kidslox — mupoBoit mumep cpeau mporpamm, MPEIOCTABISIONINX (QYHKIMHA POAUTEIHCKOTO
KOHTPOJISl Ha YCTPOICTBaX.
B GecrimaTHOM BepcHH TOCTYITHO:
® TpHBSI3KA OJHOTO aKKayHTa K OJJHOMY YCTPOICTBY;
e  OBICTPBIN MEPEKIIOYATEH PEKUMOB pabOTHI HA YCTPONCTBE PEOCHKA.


https://youtu.be/zaSDCluA61c
https://search.skydns.ru/
https://youtu.be/Eqk2H-pu9Vw

IInatHas Bepcus npepoctaBisierca 3a 4500 pyOgeid B rog M npeayiaracT JONOJHUTEIbHBIE
BO3MO>KHOCTH:
® TMpUBSA3KA OJHOTO aKKayHTa K JECSATH YCTPONCTBaM;
® yCTaHOBKA paCHHUCAaHMs MCIIOb30BAaHUS YCTPOUCTBOM;
e OJOKHPOBKA KOHTECHTA;
e  OJIOKMPOBKA MPHUIIOKEHUN;
® KOHTPOJIb 32 MECTOIOJIOKEHUEM YCTPOUCTBA peOeHKA.

[Tpunoxenue pabotaer Ha Bcex momyssipHbIX miardopmax: 10S, Anapoun, Windows, Mac.
[Tonp30BaTenu OTMEUAIOT, YTO MPHU JOJDKHOM YCEPAMM M KellaHhe peOCHOK MOXKET OOONTH 3aluTy
YCTaHOBJICHHYIO B IPUJIOKEHUH M UCTIOJIB30BaTh YCTPOMCTBO O€3 OrpaHUYEHUIA.

Qustodio  Family  Protection —  nporpamMMa, HUMEIOIIas  CaMyK  BBICOKYIO
KpOCCIUIaT(OPMEHHOCTD, T.€. IMEET BEPCUIO HE TOJBKO JJIS MOMYJISIPHBIX ONEPAIlHOHHBIX CUCTEM HO U
BEPCHIO JIJISl JJIEKTPOHHBIX KHHT.

[IporpamMa He uMeeT OECIUIATHOM BEpPCHM, HO MPHUCYTCTBYET BO3MOXKHOCTH AaKTHBHUPOBAThH
OecrutatHplil mepuo Ha 30 mAHEH sl 3HAaKOMCTBa ¢ mporpammoi. CTouMoCTh 1ocie okoHdanusi 30
aHeBHOTO OecrmaTHoro nepuoaa 4000 py06ieii B To ¢ BO3MOKHOCTBIO YCTAHOBKH Ha 5 yCTPOMCTB.

OcHOBHBIE BO3MOKHOCTH:

e yCTaHOBKa 0OanaHca HKPaHHOT'O BPEMEHH,
rubkasi HacTpoliKa BpEMEHH JI0CTYIa K MHTEPHETY, YCTPOUCTBY U MPUIOKEHUSIM;
OTYETEI 110 AaKTUBHOCTHU B COITUMAJIBHBIX CETIX U youtube;
OTCJIEKMBaHKUE 3BOHKOB 1 SMS co00111eHMI;
HaJIMYMe TPEBOXKHON KHOIIKH Ha YCTPONCTBE peOCHKA;
KOHTPOJIb 3@ MECTOIOJIOKEHUEM YCTPOMCTBA peOeHKaA.

Net Nanny — camas «crapas» W aBTOpPUTETHas MporpaMmMa pPOAUTEIHCKOTO KOHTPOIIS.
Pazpabotka nanHO# mporpammsl Hadanach B 1993 roxy u nmpomoinkaercs o cet aenb. [lpeanasnayena
JUIS KOHTPOJISl aKTUBHOCTHU peOeHKa Ha JIEKTPOHHBIX YCTPONCTBaX, M BKIIIOYAET B c€0sI caMblid OOJBIION
HaO0oOp GYHKIUI cpeau KOHKYpeHTOB. OTIMYHUTEIHHOW OCOOCHHOCTBIO SIBIISETCS (HDOPMHPOBAHHE
CTaTUCTUKH Kak JJIsi POAMTENs, TaK M JUIsl caMOro peOeHKa, 3TO HeoOXOAMMO 4TOObI peOeHOK caM
HAYYHJICSL paclpeleNiaTh M KOHTPOJUPOBATH BPEMs, NMPOBEIACHHOE 3a JJIEKTPOHHBIM YCTPOHCTBOM.
Croumocts porpammsl 6000 py0Orieit B ro.

Pongurenbckuii KOHTPOJIb HA KOMIIBIOTEPEC

K9 Web Protection — aHanu3upyeT MOWCKOBBIC 3alPOChl U aKTUBHOCTh B MHTEPHETE M Ha
OCHOBAHHE 3TOT0 COCTaBJSIET LUPPOBON NMpoPuib pedeHKa, YTo Obl POJUTENN MOIJIH MOHSATh, KaKOH
KOHTEHT MPEANOYUTAET peOEHOK.

[Tporpamma npenocrasisiercs 6ecriatHo, Ho ¢ 2019 roja noaaep)kka mporpaMMbl IpekpalieHa
1 OOHOBJIEHHUH ITPOrpaMMBbl OOJIbIIIE TPOU3BOIUTELCS HE OYyIET.

KidLogger — mnpuioxeHue Aisi KOMIbIHOTepa MPH3BAHHOE OTCICKHUBATH BCE AKTHBHOCTH
pebenka 3a paboToii Ha KoMIibioTepe. OTINYUTETHHBIE OCOOCHHOCTH

® COCTaBJIEHHE OTYETA [0 BBOJAUMBIM CllaBaM Ha KJIaBHATypE;

®  3amuch Ha MUKPO(QOH 3BYKOB BOKPYI KOMIIBIOTEpA, MPEBBILIAIOIIMX ONpEAEIEHHYIO
I'POMKOCTB;

®  CO3/laHHME€ CKPHUHIIOTOB 4YEPE3 ONPEICIICHHbIE NPOMEXYTKM BPEMEHHM WIN TIOCIE
BBEJICHUS MIOJIb30BaTEIEM 3apaHee 0003HAYEHHBIX «CTOI-CIIOBY.

JocrtynHa OecriiaTHas Bepcus ¢ BO3MOXHOCTBIO XpaHeHUst otdera 10 9 nueil. [InatHas Bepcust
C pacMpeHHbIN QpyHKIHoHaIoM cTouT 3500 pyOreit B roa.

MSpy — mporpaMmMa WMEIOMIMKA HAWBBICIINA PEUTHHT CpPEAd TPOTPaMM  POTUTEITHCKOTO
KOHTPOJISl Ha KomrbtoTepe 1o pesynbratam 2020 roga. OTnuuuTenbHas 0cOOEHHOCTh MPOrpaMMbl B
BO3MOXXHOCTH MPOCMaTpUBaTh HMCTOPUIO Opay3epa Jaxe eclii peOEHOK aKTUBUPOBAT (YHKIUIO
«uHKOTHUTOY». CTOMMOCTH nporpammsl 6osee 10000 pyOGieii B roji ¢ BO3MOXKHOCTBIO HCIIOIB30BAaTh Ha
HECKOJIBKUX YCTPONCTBAX.



Popurensckuii KOHTPOIb Ha TenedoHe

KidControl — mpunokenue mpeacrapisiomas coboir GPS-«mastuok», KOTOpoe MOKa3bIBaeT
MECTONOJI0KEHNE peOeHKa Ha KapTe ropoia. biIokupoBaTh KOHTEHT U (PUIBTPOBATH HHTEPHET-TPaUK
MPUJIOKEHHE HE YMEET. €CTb BO3MOXHOCTh HACTPOMKM MECT, MpPH IOCEIIEHUH KOTOPBIX Oyaer
MIPUXOJUTH OTOBEIICHUE Ha TelnedoH poautens. TakuMm oOpa3oM MOKHO Y3HaTh, ObUT JIH CETOTHS
pebeHOK B HIKOJIE W HE IOCellal JIM OH KaKhe-TO 3ampelieHHble Mecta. Kpome Toro, mporpamma
Croco0OHa MPUHYAUTEIBHO aKTUBUPOBATh MUKPO(OH cMapT(hoHa WM TUTAHIIETa, YTOOBI POJAUTENH MOT
MOCITYIIaTh, YTO MPOUCXOTUT BOKPYT pebeHka. bonbiuMm nocTonHcTBOM siBisercs kHonka SOS, npu
Ha)KaTUM Ha KOTOPYIO BCE POJICTBEHHUKU OYAYT OMOBEILIEHBI O Mpo0jeMe U MoIy4yaT KOOPAUHATHL. 3a
MCTOJIb30BaHUE MPUIIOKEHUS MPHUIETCS 3aIUIaTHTh, TaK KaK OecIuiaTHas Bepcusi 00aiaeT ype3aHHbIM
(YyHKIIMOHATIOM.

[TpunoxxeHue sBisieTcs OeCIUIaTHBIM, HO B OECIUIATHOW BEpPCHHM OTpPaHWYCH (PYHKIHMOHAIN,
UCTOpUS NepeMelleHnil peOeHKa COXpaHsAeTcs TOJNbKO 3a JBa mpolueqmux gHsi. CTOUMMOCTb MOJTHON
Bepcuu 1500 py6uieit B mecs.

Screen Time - npuaoxeHue s cMapTdoHa COCOOHO OrpaHHYMBATH (QYHKIMH Pa3IMYHBIX
NPUIIOKEHNUH, OJOKHPOBAaTH OTJAEIbHBIE MPOrpaMMbl MIM Tele(oH B LEIOM, a TaKKE 3a1aBaTh
KOJMYECTBO MHUHYT JUIsl UCIOJIb30BaHUS cMapTdoHa. Screen Time Takke CHOCOOHO OTCIEKUBATH
aKTUBHOCTh pEOCHKA: WMHTEPHET-Cep(UHT, HCIOJIH30BAHME M YCTAaHOBKA IMPOTpaMM M TakK Jajee.
EsxenneBHO oTueTHI 00 IOBEICHUY Ya/ia OyIyT IPUXOIUTh Ha TenedoH poautend. [Iporpamma nnatHas:
IUIL TIONTyYeHHsI TOJIHOTO (YHKIMOHAJIa TPHUAETCS OIUIaTUTh moanucky Ha Ilpemumym, 6e3 storo
JOCTYTIEH TOJIKO /-THEBHBIN MPOOHBIHA MEPHO/I.

OTnuunTenbHasi OCOOCHHOCTh IMPOTPaMMbl — 3TO YCTAHOBKA DPOAWTENIEM 3aJaHHid, IPH
BBITIOJTHEHUH KOTOPBIX PeOCHOK MOMydaeT HArpaabl U MOXKET MOTPATUTh MX Ha JOMOJIHUTEIHLHO BpeMs
BIIQJICHUS CMapTGOHOM. DTO MO3BOJIUT MPEBPATUTH SKEIHEBHBIC PYTUHHBIC 00s13aHHOCTH (YyOOpKa,
MBITh€ MTOCY/IBI U T.JI.) B UTPY C HArpaIoi.

Croumocts nporpammsel 2000 py0O:eii B roz.

Norton Family Parental Control - oxHo U3 caMbix (QyHKIIMOHAIBHBIX MPUIOKEHHIA: y HETO
ecTb 13 pa3aMuHBIX HACTPOEK, NOCTYMHBIX st i0S M AHIAPOH, BKIIOYAsi MTHOBEHHYIO OJIOKMPOBKY
cmapTdoHa M yBEIOMIIEHHS 00 akTHBHOCTM Ha TenedoHbl ponuteneid. [lo3Bosser orpaHuuMBaThH
aKTUBHOCTHh peOCHKAa B MHTEPHETE WJIHM APYTHX MPHIIOKEHHIX, KOJIMYECTBO BPEMEHH 32 CMapT(HOHOM,
3ampenarb ONpPEJeNeHHbII KOHTEHT — B OOIIeM, HPAaKTUYECKH IOJHOCTBIO «00e3BPEKUBACT»
YCTPOWCTBO ¢ MHTEpHETOM. Takke mporpamma crnocoOHa Ha OTCIIEKMBAHHWE TE€OJIOKAINHU, YTO JeJaeT
M3BECTHBIM MECTOIIOJIOKEHHUE Ballero peOeHKa.

VY mporpamMMmbl JUIMHHBINA NPOOHBIN NMEPUOJ — MOXKHO €N Mecsll TEeCTUPOBaTh MOJIHYIO
(GYHKIMOHATIBLHOCTB, MpeXkae yeM npuoodpetarts ee. [lonHas Bepcus oboitnercst 1240 py0Oieii 3a 12 rog
WCTIOJTb30BaHUSI.

KonTenTHas guibtpanus

JInst orpaHuyeHus AOCTyNa JIeTel K HeXKeJlaTeIbHOMY, OTAaCHOMY KOHTEHTY B HACTOSIIIEE BpEMS
UMeEeTCsl BO3MOXKHOCThb BBIOpaTh Kak KOMMEpUYECKOe, TaK M CBOOOJHO pacHpoCTpaHsSeMoOe
porpaMMHoOe oOecredyeHue, CepBUCHL, Tapu(HBIE ONUUU VHTEepHET-IPOBalEpOB, CIEIUATbHBIE
BO3MOXKHOCTH aHTUBUPYCHBIX IIPOTPaMM.

[TpuHIMI paboTHl ATHUX CHCTEM OOBIYHO CTPOUTCS Ha YEPHBIX (3aMpelleHHbIX) U OebIx
(pa3pelieHHbIX) CIHCKax, JU00 Ha ocHOBe ¢uiabTpanuu. Hambosee mupokoe pacmpocTpaHEHHUE
MOJTYYUITH TP ATOPUTMA (PUITBTPAIINN:

1. ¢bunbTpanus, MO KIOYEBBIM CcJOBaM, (KOHKPETHBIE CJIOBa U CIIOBOCOYETaHUS
UCTOJIB3YIOTCS /ISl BKITIOUSHHSI OJIOKUPOBKH BeO-caiita);
2. IUHaMuueckas — (uibTpauus — (colepKMMOe  3ampallnBaeMoro  BeO-pecypca

aHATM3UPYETCS B MOMEHT OOpallleHus, 3arpy3ka CTpaHHMI] pecypca B Opay3ep OJOKHUpyeTcs, eciu
COJZIEP’KUMOE OTIPEIENSIeTCS KaK He)KenaTeIbHOe);



3. URL-dunsTparmmus (3anpamnmBaeMasi CTpaHHIIA W IEIbIA TOMEH, HanpumMep, dosug.nu,
MOTYT OBITh ONpe/IEICHbI WIIM KATETOPUPOBAHBI KaK HEXKeIaTeIbHbBIN pecypc, BCIEACTBUE YETO TOCTY
K TaKUM CTpaHHUIaM OJIOKHPYETCS).

Jlyqmme B MHpe CHCTEMBbl KOHTEHTHOW ¢uibrpammu ucnons3ytor URL  ¢unbTparnmro,
OCHOBaHHYIO Ha aHallu3e U kateropusauuu MuTepuer-pecypcon. Takoit MexaHu3M npu3HaH Haubosee
3¢ HEKTUBHBIM METOIOM (DMIBTPALIMY KOHTEHTA.

Jlyis orpaHMYeHUs] 1OCTyIa HECOBEPLICHHOJETHHX JIMI[ K HEXENAaTeIbHOMY WM OHacCHOMY
KOHTEHTY C HACTOJBHBIX KOMIIBIOTEPOB M MOOHJIBHBIX YCTPOHCTB MOXHO HCIOJIB30BATh
JOIOJIHUTEIbHbIE ONIUM, NpeaiaraeMbie 00JbIIMHCTBOM WHTepHeT-ipoBaiigepon. /i storo
HE00X0IMMO 00PATUTHCS B CITYKOY TEXHHUECKOW MOIEPKKH IIpoBaiinepa (TenedoH qaHHO# iy ObI
OOBIUHO YKa3aH B JOrOBOPE) M BBICKA3aTh IMOXKEJTaHHE MOJKIOYeHHs NaHHOW yciyru. [lamee
HEO0XOUMO CJIeJOBATh MHCTPYKILIMSM OIepaTopa.

IMamsaTka ns poauresieid 00 UHGOPMAIMOHHOM 0€30MIACHOCTH JIeTeil

Onpenenenne TepMuHa "HHPOpMaIMOHHAs 0€301IaCHOCTH AeTeil" coaepkutcs B DeaeparbHOM
3akoHe N 436-03 "O 3ammure aereil oT HHGOPMAIUHU, MPUIHHSIONICH BPEI UX 3I0POBBIO U PA3BUTHIO",
PEryIHUPYIOMIUM OTHOIICHUS, CBA3aHHBIE C 3alIUTON JeTed 0T MHGOpMaluy, MPUIUHSIOIEH Bpel UX
3I0pOBBIO ¥ (WiK) pa3BuTHIO. COrIaCHO JaHHOMY 3aKOHY, "WH(MOpMaIMOHHAs 0€30MacHOCTh JeTei" -
3TO COCTOSIHHE 3allUIIEHHOCTH, MPU KOTOPOM OTCYTCTBYET PHCK, CBS3aHHBIH C MNPUYMHEHHEM
nH(popManuen Bpeaa uX 3I0POBbIO U (HITH ) PU3NICCKOMY, ICUXUIECKOMY, TYXOBHOMY, HDAaBCTBEHHOMY
pasButuio. B cuny ®enepansuoro 3akona N 436-D3 undopmaiiieil, IpuUUHAOMIEH Bpea 310POBbIO U
(w1K) pa3BUTHIO ACTEH, SIBISICTCS:

1. nH(OpMaIHs, 3arperIeHHas Il paclipoOCTPAHCHUS CPEIIU JICTEeH;

2. uH(popMalnsi, pacHpoCTpaHEHHE KOTOPOW OrpaHWYEHO Cpelu JeTeil OonpeaeneHHBIX
BO3PACTHBIX KaTErOpUH.

3. K undopmanuu, 3anpenieHHol 1151 pacupOoCTpaHEHUs CPeH 1eTei, OTHOCUTCS:

4, nHpopManus, TOOYXKIAroIIass ACTe K COBEPIICHUIO ICHCTBHMA, MPEICTABIISIOMINX
yrpo3y UX >KU3HU U (WIIU) 310POBbIO, B T.4. IPUUMHEHUIO Bpe/la CBOEMY 3[I0POBBIO, CAMOYOUICTBY;

S. CIOCOOHOCTh BBI3BaTh y JETEH KelaHWe YHOTPEOMTh HAPKOTUYECKHE CPEICTBA,

NCUXOTPOIHLIC H (I/IJ'II/I) OAYPMAaHUBAKOIIHUE BCUICCTBA, Taba4YyHbIe HU3ciivs, aJIKOroJIbHYI0 H
CIIMPTOCOACPIKAIITYIO MPOAYKOWIO, IMHWBO W HAIIUMTKHU, H3TOTABJIMBACMBIC Ha €r0 OCHOBC, IPUHATH
y4acCTHC B a3apTHBIX UI'PaAX, 3aHUMATbHCA HpOCTHTYLII/Ieﬁ, 6pO,H$I)KHI/I‘ICCTBOM nin HOHpOHJ&ﬁHH‘IGCTBOM;

6. 00OCHOBBIBAIOIIAST MIIM OIPABJIBIBAONIAS JOITYCTUMOCTh HACKWIIHSA U (WJIH) KECTOKOCTH
1100 MoOyXk1aro11ast OCYIIECTBISTh HACHIIbCTBEHHBIE IEHCTBHS 10 OTHOILEHHIO K JTFO/ISIM U dKUBOTHBIM;

7. OTpHIIAONIAsi CEMEHHbIE IEHHOCTH U (POPMHUPYIOIAs HEyBOKEHHE K POIUTEISIM U

8. (M) APYTUM 4JIEHaM CEMBbH;

9. OTIPaB/IBIBAOIIAS TIPOTUBOIIPABHOE TIOBECHNUE;

10.  coameprkaras HeLleH3ypHYIO OpaHb;

11. cozepxariasi ”HGOPMAITHIO TOPHOTPAPUIECKOTO XapaKTepa.

K wundopmanuu, pacnpocTpaHeHHEe KOTOPOW OrpaHMYEHO Cpeau JeTed ONpeierIeHHOTro
BO3pacTa, OTHOCUTCS:

1. uHbopManus, NpeAcTaBiIseMas B BUAEC H300paXEHUS WM OINUCAHMUSA KECTOKOCTH,
(bu3MYecKOro U (WIK) NCUXUYECKOTO HACUIIHUS, IPECTYIICHUS UJIX UHOTO;

2. AHTHOOIIECTBEHHOI'O IE€HCTBH;

3. BbI3bIBAIONIasl y JeTeil cTpax, yXac WIM NaHWKy, B T.4. IpeJCcTaBisemMas B BUJE

M300pakeHMs] UM ONMCaHMs B YHUKAIOLIEH YeloBedecKOoe JOCTOMHCTBO (hopMe HEHACHIIbCTBEHHOM
cMmepTH, 3a0o0sieBaHUs, caMOyOWHCTBA, HECYACTHOTO Ciyyas, aBapuH WIM KartacTpodbl U (WIM) HX
MMOCJIEICTBUM;

4. npejcTapisiemMas B BUAE W300pa)K€HUS WM OMHMCAHUS TOJOBBIX OTHOLIECHUH MeXay
MY>KYMHOU U KEHIIMHOM;

S. cojieprkariasi OpaHHbIE CJIOBA U BBIPAKEHUSI, HE OTHOCALIMECS K HEIIEH3ypHOU OpaHu.



C yuerom storo Bam mpemmaraiorcs mpaBuia paOoTbl B ceTH MHTEpHET IUIsl pa3iuyHbIX
BO3PACTHBIX KaTETOpHH, COONIOZCHUE KOTOPBIX IO3BOJUT OOECreYuTh HHGOPMAIMOHHYIO
0€30IMMacHOCTh BAIIUX JIETEH.

OO6mue nmpaBwiIa JUIsl pOAUTENCH

1. HezaBucumo oT Bo3pacta peOeHKa HCIONb3YWTEe MpOrpaMMHOE ObOecreyeHue,
nomoraromiee (GpUILTPOBaTH U KOHTPOJIHUPOBATh MH(DOPMAIHMIO, HO HE IMOJAraiTech MOJTHOCTHIO HA
Hero. Barie BHMMaHue K peOeHKY - TIaBHBIA METO/T 3aIUTHI.

2. Ecnu Bamn pebeHok MMeeT akkayHT Ha OJJHOM U3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMATEJIbHO H3Y4YUTE, KaKyl HHGOPMAIMIO MOMEIIAIT €ro
YYaCTHHMKH B CBOMX Mpoduiisix u 6orax, Bkitovas Gotorpapuu u BUAECO.

3. [TpoBepbTe, C KAKUMU IPYTUMU CaliTaMu CBS3aH COLMANIbHBIN cepBuc Bamero pedeHka.
Crpannuku Bamero pebeHka MoryT ObITh O€30MacHBIMH, HO MOTYT M COJEpXkaTb CCHUIKM Ha
HE)XEJIaTEJIbHBIE U OIAaCHBbIE CalThl (HallpuMep, MOPHOCANT, WM CAalT, HA KOTOPOM Pyl YIIOMHUHAET
HoMep coToBoro Tenedona Bamtero pedenka niu Bam nomannuii aapec)

4, [Toowpsiite Bamux nereit cooOuath 000 BCEM CTPAHHOM WJIM OTTAJIKUBAIOIIEM U HE
CIIMIIKOM OCTPO pearupyiTe, Korja OHHM 3TO JeNaroT (M3-3a OlaceHust MoTepsTh JocTyn K HTepHeTy
JIETH HE TOBOPSIT POJUTEIISIM O Npo0sIeMax, a TakKe MOTyT HadaTh UCII0JIb30BaTh VIHTEpHET BHE 10Ma
1 TITKOJTBI).

5. bynbre B Kypce cereBoil xu3Hu Baiero pedenka. VHTepecyiitech, KTO UX IpY3bs B
WHTepHeT Tak ke, Kak HHTEPECYETeCh pealbHbIMU APY3bIMHU.

Bospact ot 7 1o 8 ner

B HHutepHere peOeHOK cTapaeTrcs MOCETUTh T€ WM WHbIE CalThl, a BO3MOXHO U 4YarThl,
paspelleHne Ha IOCELIEHHE KOTOPbIX OH He moiayuymsl Obl oT poaurteneid. Ilostomy ponutensim
0CcOOEHHO MOJIE3HBI OYIYT T€ OTYETHI, KOTOPBIE MPEAOCTABISIOTCS MPOTPaMMaMH TI0 OTPAHUYCHHUIO
ucnosb3oBaHus MHrepHera, T.e. Poaurensckuii KOHTPOJIb MM TO, YTO BBl CMOXETE YBHJETH BO
BpeMeHHBIX (aiinax. B pesynbrare, y peOeHKa HE OyIET ONIYIICHHS, YTO 32 HUM BEICTCS TTOCTOSTHHBIN
KOHTPOJIb, OJJHAKO, POAUTENN OYIyT HO-IIPEXKHEMY 3HATh, KaKue CalThl MocemaeT ux pedeHok. [eru
B JJaHHOM BO3pacTe 00JaJjaloT CHJIbHBIM YyBCTBOM CEMbH, OHHM JOBEPYHMBBI U HE COMHEBAIOTCS B
aBTopureTax. OHU JIIOOSAT UrpaTh B CETEBBbIE MIPbl M MyTelIeCTBOBAaTh Mo MHTepHETy, Mcnonb3ys
AJEKTPOHHYIO MOYTY, 3aXOAUTh HA CAUTHI U YaThl, HE PEKOMEHI0BaHHBIE POAUTESIMHU.

Cogertsl 110 Oe3omacHoCcTH B ceTd MIHTepHeT 11 nereit 7 - 8 net:

1. CozpaiiTe cMCcOK JOMAIllHUX MpaBuil noceuieHus MHTepHera nmpu ydactuu nered u
TpeOyiTe ero BhIMOJIHEHHS.
2. Tpebyiite ot Bamero pebGeHka coOMIOAEHHUS BPEMEHHBIX HOPM HAaXOXIEHUS 3a

KOMIIBKOTCPOM. ITokaxkute pe6eHKy, 410 BBI Ha6J'IIOI[aeTe 34 HUM HC MOTOMY, 4YTO Bawm aT0 X04eTCA, a
IMOTOMY 4YTO BEI GecriokouTech 0 €ro 0€30IaCHOCTH U BCE€raa roToBbl EMY IMOMOYb.

3. KomnbroTep ¢ noakimoueHreM k IHTepHeTy OKeH HaXOAUThCS B 001ei KoMHATe oA
IIPUCMOTPOM POJIUTENEH.

4. Hcnonp3yiiTe ciennanbHble AETCKUE TIOMCKOBBIE MAIIMHBI.

S. Wcnone3yiiTe cpencrBa OJOKHMPOBAHUS HEKENATEIBHOIO KOHTEHTA KaK JOIMOJIHEHUE K
CTaHJIapTHOMY PoauTensckoMy KOHTPOJIIO.

6. Co3maiite CceMEWHBIA JJICKTPOHHBIA SINIUK, YTOOBI HE TO3BOJIUTH JIETAM WMETh
COOCTBEHHBIE a/ipeca.

7. brnoxupyiiTe noctynm k caiiTam ¢ OeCIUIaTHBIMHM IMOYTOBBIMHU SILIUKAMH C IMOMOIIbIO
COOTBETCTBYIOIIETO MPOrPAMMHOI0 00eCIIeYeHusl.

8. [Ipuyunte nereii coBeroBaThcsi ¢ Bamu mnepen omyOIMKOBaHHEM KaKoOW-THOO
MH(pOpMAIIUU CPeCTBAMH JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (hopM U npoduiei.

9. Hayuute nereit He 3arpy»kaTh ¢ailsibl, MporpaMMbl HJIK MY3bIKY 0€3 Balllero corjiacusi.

10.  He pa3permaiite aeTsM HCIOIB30BATh CIIY>KObl MTHOBEHHOTO 0OMEHa COOOIIEHUSIMH.



11. B «0enblity crucok caiiToOB, pa3pelIeHHBIX JJIS MOCEIICHUS, BHOCUTE TOJIBKO CAMTHI C
XOpOILIEH peryTaiuen.

12. He 3a0bIBaiiTe OecenoBath ¢ A€TbMHU 00 UX JIpy3bsax B IHTEepHETE, Kak ecii Obl peysb 1u1a
0 IPY3bsIX B PEAILHOU KU3HHU.

13. He nenaiite «ta0y» M3 BOIPOCOB IMOJOBOH XM3HM, TaK Kak B MIHTepHeTe NeTH MOTYT
JIETKO HAaTKHYThCS Ha MOPHOTPa(UIO WIN CAUTHI «1JIs1 B3POCIIBIX).

14.  Tlpumyuute Bamiero pebenka cooOmars BaM 0 JIIOOBIX yrpo3ax WM TPEBOTaX, CBSI3aHHBIX
¢ Unureprerom. OcTaBaiiTech CHOKOMHBIMU U HAIIOMHUTE JETSM, YTO OHH B OE30IIaCHOCTH, €CIIU CaMHU
pacckaszany BaM O CBOMX TpeBorax. [loxBanure MX M MOCOBETYHTE MOJOWTH elle pa3 B MOAOOHBIX
Cllydasx.

Bo3spact ngereii ot 9 no 12 ner

B maHHOM BO3pacTe neTH, Kak MpaBWIO, YXKE HACIHBIMIAHBI O TOM, Kakas WH(OpManus
cymectByeT B UHTepHeTe. CoBEepIIeHHO HOPMAJIBHO, YTO OHH XOTSAT 3TO YBUETH, TPOUYECTh, YCIIBIIIATS.
HpI/I 3TOM Hy)KHO IIOMHUTHB, YTO I[OCTyH K HCXKCJIATCIIbHBIM MaTepI/IaJIaM MOKHO JICTKO 3216JIOKI/IpOBaTb
IIPU TIOMOIIU CPecTB POIUTEILCKOTO KOHTPOJIS.

CoBeTnI 10 0€30IaCHOCTH I aereit oT 9 go 12 jer:

1. Co3paiite cnMCcOK AOMAIIHUX IpaBWi HocelleHuss MHTepHeT npu ydacTuu AeTteil u
TpeOyHTE ero BBITIOJHEHUS.

2. Tpebyiite ot Bamero peGenka coOM0AeHNsI HOPM HAXO0XKACHUS 32 KOMITBIOTEPOM.

3. HaGmonaiite 3a pebeHkoM mpu paboTe 32 KOMIBIOTEPOM, MOKAKUTE €My, 4yTO Bhl
0ECIIOKOUTECH 0 eT0 0€30MAaCHOCTH U BCET/Ia TOTOBHI OKa3aTh €My TTOMOIIIb.

4, Kommprorep ¢ nogkmoueHneM B IHTEpHET TOKEH HaXOAUTHCS B OOIICH KOMHATE MO/
IIPUCMOTPOM POJUTEIEH.

5. Ucnons3yiiTe cpenctra OJOKUPOBAHUS HEXKEIATETLHOTO KOHTEHTA KaK JOMOJHEHHE K
CTaHAApTHOMY POAMTENICKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe mpuHUMAaTh HEMOCPEACTBEHHOE yUacTHE B KU3HU peOeHKa, OeceoBaTh
Cc 1eTbMu 00 uX Jpy3bsix B MHTepHEeTE.

7. HacrauBaiite, 4ToObI AeTH HUKOTJAa HE COTIAIIANKCH HA JIMYHBIE BCTPEUH C JAPY3bIMU
o Unrepuery.

8. [To3BomnstiiTe AeTAM 3aX0UTH TOJIBLKO HA CalThI U3 "Oenoro" cnucka, KOTOPBIN co3anTe

BMECTE C HUMH.

9. [Ipuyunte nereil HHUKOrAa HE BbIABATh JIMYHYIO HH(OPMALIMIO CpeICTBaMU
3JIEKTPOHHON MOYTHI, YaTOB, CUCTEM MIHOBEHHOI'O OOMEHA COOOIEHUSIMH, PETUCTPAIMOHHBIX (hopM,
JUYHBIX Mpoduieit u Npu perucTpanuy Ha KOHKypcebl B IHTepHeTe.

10.  TIlpuyunre nmereii He 3arpyxath nmporpammel 6e3 Bamero paspemmenns. OObICHUTE UM,
YTO OHU MOTYT CJIy4ailHO 3arpy3uTh BUPYChI WM IPYTO€ HEXKEIaTeIbHOE IPOrpaMMHOE 00ecIieueHue.

11.  Cospaiite BameMy peGeHKYy OIrpaHMYEHHYIO YYETHYIO 3allMCh Ui pabOThl Ha
KOMIIBIOTEPE.

12. Tlpuyunte Bamero peGeHka cooOmaTh BaM O JIOOBIX yrpo3ax MM TPEBOrax,
cBsi3aHHBIX ¢ HTepHeTOM. HarmomMHuTe A€TsAM, 4TO OHM B 6€30IaCHOCTH, €CIIM CAMU PacCKa3ail Bam
O CBOMX TPEBOTraXx M OMACEHUSIX.

13.  Pacckaxute netsm o nopHorpaduu B MHTepHETE.

14. Hacrausaiite Ha TOM, YTOOBI JETH MPEAOCTABIISIA BaM JIOCTYII K CBOEH DJIEKTPOHHON
mo4Te, YTOOBI BBl YOSAMIIUCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMH.

15.  OG6bsacHHTE AETAM, 9TO HENb3S UCTIONB30BATh CETh IS XyIMIaHCTBA, PACIPOCTPAHEHHS
CIUIETCH WX yTPO3.
Bo3spacr ngereit ot 13 1o 17 ner

B »Tom BO3pacT€ IMOAPOCTKM AKTUBHO MCIIOJIB3YIOT IIOMCKOBBIC MaIlIWHBI, ITOJB3YIOTCA
SHGKTpOHHOﬁ HO‘-ITOIZ, CJ'Iy>K6aMI/I MTHOBEHHOTO OOMEHa COO6I_I_[6HI/IHMI/I, CKaUUBArOT MY3bIKY U (bHHBMBI.
Manp4ukaM B 3TOM BO3pacTe 0oJIBIIIE IO HpaBy CMCETATb BCC OTPAHUYCHUA, OHH KAKIAYT FPY6OFO



IOMOpa, a3apTHBIX UTP, KAPTHHOK "I B3pocibIX'". J[eBOUKM NpEeAnovnuTaroT o0maThes B 4arax, npu
3TOM OHH ropazzio 0oJiee UyBCTBUTENIBHBI K CEKCYyallbHBIM JOMOTaTeabcTBaM B MHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe POJUTENSIM YK€ BECbMa CI0XKHO KOHTPOJIUPOBATH CBOUX JETEH,
Tak Kak 00 VHTepHeTe OHM YK€ 3HAIOT 3HAYUTENIbHO 0OJblle CBOUX poauTeneil. Tem He mMeHee, HE
oTmyckaiite nereid B "cBoOomHoe turaBanue" mo HutepHery. CrapaiiTech akKTHMBHO y4acTBOBAaTh B
oOmenuu pedbenka B UHTepHeTe.

BaxxHo mo-mpexxHeMy cTporo coOiroaats mnpaBwia MHTepHET-0€30MacCHOCTH - COTJIALICHHE
MEXy POIUTENAMHU U 1eTbMU. Kpome Toro, HeoOX0uMo Kak MOXHO Yallle MPOCMaTpUBaTh OTYETHI O
nesitensHocTH neteil B MuTepuere. Cremyer oOpaTuTh BHUMaHUE Ha HEOOXOAMMOCTH COJEp>KaHUS
POAUTENIbCKUX TapoJiel (maposieid aAMUHUCTPATOPOB) B CTPOIOM CEKpeTe M OOpaTUTh BHUMAaHHUE Ha
CTPOTOCTh 3TUX MapoJieH.

Cogetsl 1o 0e30macHOCTH B 3TOM Bo3pacte oT 13 1o 17 ner:

1. CozpaiiTe ciMcOK JOMAUTHUX MpaBMII noceiienus: IHTepHeTa mpu y4acTuu MOAPOCTKOB
u TpedyiiTe 6e3yCciIoBHOTO €ro BhINMONHEHUA. OOroBopUTE ¢ peOSHKOM CIIMCOK 3alpelieHHBIX CaiTOB
("uepHslii crincok"), yackl paboThl B UHTEpHETE, pyKOBOCTBO 10 001IeHuI0 B IHTEepHETE (B TOM UHnCie

B yaTax).
2. KomnbroTep ¢ noaxmoueHreM K cetd IHTepHeT J0KeH HaxoAUThCs B 001e KOMHATe.
3. He 3a0s1BaiiTe OecenoBarth ¢ 1eTbMu 00 UX JIpy3bsix B IHTepHETE, O TOM, YeM OHH 3aHSTHI

TakuM 00pazoM, OYATO peub UAET O APY3bsIX B peanbHON xU3HU. CrpaluBaiTe o TI0ASIX, C KOTOPHIMU
JETH OOIIAIOTCS TIOCPEICTBOM CITy’KO MTHOBEHHOTO 0OMEHa COOOIIEHUSMU, YTOOBI yOSTUTHCS, YTO TH
JIFOIM UM 3HAKOMBI.

4. Hcnonp3yiiTe cpencrBa OJIOKMPOBAHUS HEKEJATEIBHOIO KOHTEHTA KaK JOIOJIHEHUE K
CTaHIapTHOMY PoauTesbckoMy KOHTPOJIIO.

S. HeoOxomuMo 3HaTh, KakMMU daTamMHu MONb3yloTcst Bamm geru. [loompsiite
HCIOJIb30BaHUE MOJIEITUPYEMbIX YaTOB U HACTauBaNTe, YTOOBI A€TU HE OOILAINCH B IPUBATHOM PEXKHUME.

6. Hacrauaiite Ha TOM, 4TOOBI JE€TH HUKOTJa HE BCTPEYAINUCH JIUYHO C JPY3bSIMU U3 CETH
HuTepner.

7. [TpuyunTe nerel He BbIIABATh CBOKO JHMUHYIO WH(POPMALHMIO CPEACTBAMH SJICKTPOHHOM

[OYTHI, YaTOB, CUCTEM MIHOBEHHOI'O OOMEHa COOOLICHHUSMH, PErUCTPALMOHHBIX (DOPM, JIMYHBIX
npoduiIeil u Mpyu perucTpanuy Ha KOHKypchl B IHTEpHETE.

8. [Tpuyunte nereit He 3arpyartb nporpamMmMsl 6e3 Bamero pasperienus. OObsICHUTE UM,
YTO OHM MOTYT CITy4aliHO 3arpy3UTh BUPYCHI WK APYTO€ HEXKENaTeIbHOE IPOrpaMMHOE 0OecTieueHue.
9. [TpuyunTe Bamero peGenka coob1maTh BaM 0 JIOOBIX YIpo3ax MM TPEBOIax, CBA3aHHBIX

¢ Unrepnerom. HamomHuTe nersM, 4To OHM B OE30MACHOCTH, €CIIM CAMHU PAacCKa3ald BaM, O CBOMX
yrposax win tpeBorax. [ToxBaiuTe X U MOCOBETYITe MOJONUTH ellle pa3 B MOJA0OHBIX CITyyasX.

10. Pacckaxute nersm o nopHorpadpuu B Untepuere. IloMmorure uM 3aiuTUTHCS OT criama.
Hayunte nmoapocTkoB He BblaBaTh B IHTEpHETE CBOETO PEAIBbHOIO JIEKTPOHHOIO apeca, HE OTBEYATh
Ha He)KeJaTeJbHbIE MMChMa U HCTI0JIb30BaTh ClIEUAIbHbIE TOYTOBBIE (PHIIBTPHI.

11.  Ilpumyuure ceOs 3HAKOMHUTBCS C CaliTaMu, KOTOPBIE TOCEIAIOT MOAPOCTKH.

12. Hayuute nereit yBaxkaTh Ipyrux B UHTEpHETE. Y OeAUTECh, UTO OHU 3HAIOT O TOM, UTO
IIpaBWJIa XOPOLIETO MOBEAEHUS NEUCTBYIOT BE3JIE - Ja)K€ B BUPTYaJIbHOM MUPE.

13. OO0BsicHUTE JETSAM, YTO HU B KOEM CIIydae HeJb3sl UCI0JIb30BaTh CeTh NSl XyJIUTaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WX YTPO3 APYTUM JIOISAM.

14.  OOGcynute ¢ MOAPOCTKaMHU MPOOJIEMBI CETEBBIX a3apTHBIX UIP U UX BO3MOXKHBIA PHUCK.

HarmoMHuTe, 94TO 1€TH HE MOTYT UTPaTh B 9TU UIPHI COIVIACHO 3aKOHY.

[TocTosiHHO KOHTpONIMpYHTE Ucoab30BaHue MHTepHeTa Bammm pedbenkoM! D10 He HapylieHue
€ro JIMYHOTIO IPOCTPAHCTBA, & MEpa IPENOCTOPOKHOCTH U MpOsBIECHHE Bameld poauTesbCcKou
OTBETCTBEHHOCTH U 3a00THI.



HamaTku qis od0yyaromuxcsi 00 THGOPMAIMOHHON 0€30MaCHOCTH

OOurme mpaBuia.

HEJIb341:

1. Bcem mopapsin cooOmare CBOIO 4YacTHYH WHGOpPMAIUIO (HACTOSAIIME UMs, (HaMUIIHIO,
TenedoH, aJpec, HOMEp LIKOJIbI, a Takxke Gororpaduu CBOU, CBOCH ceMbu U Ipy3eil);

2. OTKpBIBaTh BIOKEHHBIC (DaliiIbl JIIEKTPOHHON TOYTHI, KOTJ]a HE 3HACIITh

3. OTIIPABUTEIIS,

4. ['pyOuTh, IpUIUpPaTHCS, OKA3bIBATH JABJICHHUE - BECTH c€0s1 HEBEXKIMBO M arPECCUBHO;

5. He pacnopspkaiics neHbramMmu TBOeM ceMbu 0e3 pa3pelieHHs] CTapIIMX - BCeria
CIpaluBail poaUTENEH;

6. He Bctpeuaticst ¢ MTHTEpHET-3HAKOMBIMH B peaJIbHOM KU3HU - TOCOBETYHCS CO B3POCIIBIM,

KOTOPOMY J0BEpsCUIb.

OCTOPOXHO

1. He Bce numryt npasny. Yutaeus o cebe HenpaBay B MHTepHeTe - cooOuu 06 3ToM
CBOMM POJIUTENISIM UJIU ONIEKYHaM;

2. [Tpurnamarot nepenuchBaThes, UrPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU M10/IBOXA;

3. He3zakonHoe konupoBaHue ¢aitio B IHTepHETE - BOPOBCTBO;

4. Bcerna pacckassiBail B3pOCIibIM O MPo0OJIeMax B CETH - OHH BCET]Ia TIOMOTYT;

5. Hcnonp3ylh HacTpoWku O€30MACHOCTH W INPUBATHOCTU, YTOOBI HE MOTEPATH CBOU

AKKAayYHTBI B COLCCTAX U APYTUX IIOpTAJIax.

MOXHO

1. VBakall Apyrux MoJb30BaTeel;

2. I[onb3yenbess MHTEPHET-UCTOYHUKOM - JIENail CCBIIKY Ha HETO;

3. OTKpBIBaii TOJBKO T€ CCBHUIKH, B KOTOPBIX YBEPEH;

4, OO1maThcs 3a MOMOIIBIO B3POCIBIM - POIUTENH, ONEKYHbI U aJIMUHHUCTPAIIMS CANTOB

BCCrJa IOMOTI'YT,

KommnsrorepHbie BUpyChbI

KoMnproTepHbIil BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTIMYUTENBHON
0COOEHHOCTBIO KOTOPOH SIBISIETCSI CHOCOOHOCTh K Pa3MHOXKEHUIO. B 1omonHeHne K 3ToMy BHPYChI
MOTYT MOBPEIUTh WJIM THOJHOCTHIO YHUYTOXUTh Bce (allibl M JaHHBIE, MOAKOHTPOJIbHBIE
MI0JIb30BATENI0, OT UMEHHU KOTOPOro Oblila 3alylIeHa 3apakKeHHas IPorpamMMa, a TakyKe MOBPEAUTh UIIH
Jla’ke YHUUTOXKUTH OMNEpallMOHHYIO CHCTEMY CO BceMHM (ailamu B 11eoM. B GoJbIIMHCTBE CilydaeB
pacnpoCTpaHsAOTCA BUPYChHI Uepe3 UHTEPHET.

MeTopl 3a1UTEl OT BPEJOHOCHBIX MPOTrPaMM:

1. Hcnons3yit COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBI YPOBEHBb
3aILUTHI OT BPEJOHOCHBIX IIPOIPAMM;
2. ITocrostHHO ycTaHaBiuBail maTud (IUGPOBBIE 3alIaTKH, KOTOpPblE aBTOMATHYECKH

YCTaHABIIMBAIOTCS C IEJIBIO JIOPAOOTKH MPOTPaMMBI) W JpyTrHe OOHOBJIICHHS CBOECH OIEpariMOHHON
cuctembl. CkauuBail UX TONBKO ¢ ouIIMaANbHOTO caiiTa pazpadborurnka OC. Ecnu cymiecTByeT pexxum
ABTOMATHUYCCKOT O O6HOBJ'ICHI/I$[, BKJIFOYH €TI0,

3. PaGoraii Ha cBOeM KOMMbBIOTEPE MO/ MpaBaMU IMOIB30BATENs, a HE aAMHHHCTpPATOpA.
3TO HEC ITI03BOJIUT 6OJ'H)H_II/IHCTBy Bpe)IOHOCHI)IX nporpaMM I/IHCTaJ'IJ'H/IpOBaTBCSI Ha TBOEM HepCOHaJ'H)HOM
KOMITBIOTEPE;

4, Hcnone3yit aHTUBUPYCHBIE TPOTPAaMMHBIEC MPOAYKTHI U3BECTHBIX MPOU3BOJIUTENECH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. OFpaHI/ILIB (I)I/IBI/I‘-ICCKI/Iﬁ JOCTYII K KOMIIBOTCPY JISI TIOCTOPOHHUX JIUIL;



6. Hcnonw3yit BHENTHUE HOCUTENHM WH(POpPMAIIUU, TaKue Kak (Iernka, TUCcK uiu ¢ain u3
HHTCPHETA, TOJIBKO U3 NIPOBCPCHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIE (DAlibl, MOJyYEHHBIC U3 HEHAJEXKHBIX HCTOYHHUKOB.
Haxe Te (haitsbl, KOTOpbIe MpUCIaT TBOW 3HAKOMBINA. JIyule yTo4HM y HEro, OTHpaBisul U OH TebOe
UX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ mepenayu JaHHBIX, HE TEXHOJIOTHs, a BCEro JHIb OpeH 1, Mapka. Eie B
1991 romy wHuaepnaHiackas KommaHus 3apeructpupoBana Opera "WECA", uyto o06o03Havaio
cioBocoderanue "Wireless Fidelity", koTopsiii mepeBoauTcst Kak "0ecrpoBOAHASI TOYHOCTH .

Jlo Hamiero BpeMeHH JoliuIa Jpyras abopeBuaTypa, KoTopas sSBISETCS TAKOH jK€ TEXHOJIOTHEH.
Oro abbpesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM Ha CTAaHAAPT BBICIICH 3BYKOBOM
texuuku Hi-Fi, 4To B mepeBoie 03HauaeT "BhICOKast TOUHOCTH'.

Jla, OecrutaTHBII MHTEPHET-IOCTYN B Kade, OTesIX W a’ponoprax SBISETCS OTIWIHOU
BO3MO>XHOCTBIO BBIX0JIa B UHTepHET. Ho MHOTHE SKCIIepThl CYUTAIOT, 4To 001eaocTynubie Wi-Fi cetn
HE SBJISIOTCS O€30MaCHBIMH.

CoBeTnl 110 6€30MacHOCTH paboThI B 00MIeI0CTYIHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro nuunyto nHdopmaiuio yepes odmenoctynusie Wi-Fi cetu.
Paboras B HUX, XKeJlaTeIbHO HE BBOJIUTH NAPOJIH JOCTYTIA, JOTHHBI U KAKHE-TO HOMEpPa;
2. Hcnonp3yii 1 OOHOBJISIH aHTHBHPYCHBIC MPOrpaMMbl U OpaHaMayep. TeM caMbIM Thl

obe3omacuib celst OT 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. [Ipu wucnonszoBanmu Wi-Fi orkmoun ¢ynkuuio "OOmmid moctyn k Qainam u
npuntepam". JlaHHast QyHKIMS 3aKpbITa IO YMOJIYaHUIO, OJJTHAKO HEKOTOPHIE
I10JIb30BATEIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOIb30BaHUs B paboTe win yueoe;

4, He ucnone3yii my6omuunsiii WI-FI nns mepenaym JAUUYHBIX J@HHBIX, HApUMEp Ui
BBIX0/1a B COLIMAJIbHBIE CETU WX B AJIEKTPOHHYIO IIOUTY;

5. Wcnone3yit Tonpko 3anuiieHHoe coenaunenue uepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";
6. B Mo6unbHOM Tenedone otkiatoun GyHkimto "Togkmouenne k Wi-Fi

aBToMaTnyecku". He nonmyckail aBTOMaTH4eCcKOro NoIKIr0UeHus ycTpoiicTa k cetaM WiFi 6e3 TBoero
COIJIACH.

ConuanbHbIe CETH

CornuanbHble CETH aKTMBHO BXOST B HAIly XHU3Hb, MHOTHE JIIOAU Pa0OTalOT M KUBYT Tam
MOCTOsIHHO, a B Facebook yxke 3apeructpupoBaH MUIUIMAp], YEJIOBEK, YTO SIBISIETCS OJHOM ceapMoii
BCEX JKUTENEH MIaHeThl. MHOTHE MOIb30BaTeNu He MOHUMAIOT, YTO HH(pOpMAIIHs, pa3MelIeHHass UMU
B COLIMAJIBHBIX CETSAX, MOXKET OBITh HallIeHa U UCIIOJIb30BaHa KEM YTOJTHO, B TOM UHCJIE HE 0053aTeIbHO
¢ OJaruMu HaMepeHHUSIMHU.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COLUATIBHBIX CETSX:

1. Orpanuub crnucok Apy3ed. Y Te0s B Jpy3bsX HE JODKHO OBITh CIIydallHBIX U
HE3HAKOMBIX JIIOJEH;
2. 3amminai CBOIO YacTHYIO >KM3Hb. He ykaspiBail mapoid, TenedoHbl, aapeca, nary

TBOETO POXKJEHUS U JAPYTYIO ITWYHYI0 HH(OpMaILNIO. 3I0yMBIIIIEHHUKA MOTYT MCIOJIb30BaTh JaKe
WH(pOPMAIIHIO O TOM, KaK Thl M1 TBOM POAMTEIN IJIAHUPYETE MTPOBECTH KAHUKYJIBI;

3. 3amminaii CBOIO PeryTaIrIo - IEPKH €€ B YUCTOTE U 3a7aBaii cebe BOIpOoC: X0Tel Obl
ThI, 4TOOBI JIpyrHe MOJIb30BaTeNH BUJENIU, YTO Thl 3arpyxkaemib? [lomymaii, mpexae 4em d4To-To
ommyOJIMKOBAaTh, HAMIMCATh U 3arPy3UTh;

4. Ecau TbI rOBOpHIIIB € JTI0JIbMU, KOTOPBIX HE 3HACIIIb, HE UCIIONb3YH CBOE pealibHOE UMSI
U IPYTYIO JIMUYHYIO HH()OPMAITUU: UMsI, MECTO KHUTEIHCTBA, MECTO Y4eObI U TIPOYEE;

5. N3zberaii pazmenienus ¢pororpaduii B IaTepHeTe, e Tl n300paxeH Ha MECTHOCTH, IO
KOTOPOW MOXHO ONPEAEIUTh TBOE MECTOMOI0KEHHE;



6. [Tpu perucrpanyu B CONMAIBHON CETH HEOOXOIMMO HCIIONIB30BaTh CIOKHBIE MAPOIIH,
cocTosiMe U3 OyKB U IIU(P U ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

7. JIist conMaibHOM CETH, MOYTHI M APYTHX CAUTOB HEOOXOIWMO HCIIOJIB30BAaTh Pa3HBIC
naponu. Toraa eciu Teds B3JIOMAIOT, TO 3JI0YMBIIIICHHUKY TIOTy4YaT JOCTYH TOJIBKO K OJTHOMY MECTY,
a HE BO BCE Cpasy.

DNEeKTPOHHBIE IEHbIU

ONEKTPOHHbIE JEHBIM - 3TO OYEHb YJIOOHBIM CHocod IuIaTexeil, OIHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIC XOTSAT MOJTYYUTh 3TH JCHBIH.

DONEKTPOHHBbIE JIEHBI'M MOSBUIUCH COBCEM HEJAaBHO M HMMEHHO H3-3a 3TOT0 BO MHOTHX
rocyIapcTBax J0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM QyHKIIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, T/Ie UX Pa3AeiisioT Ha
HECKOJIBKO BUIOB - aHOHUMHBIC ¥ HE aHOHUMHBIE. Pa3HHUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeiiaercsi MNPOBOAUTH omepanuu 0e3 HISHTHU(PHUKAUU TOJb30BaTeNsd, a B HEAHOHUMHBIX
UICHTH(UKAIUS TIOJIH30BATEIS ABISETCS 005M3aTEIHHOM.

Takxe cieqyer pasznuyarh 3JEKTPOHHbIE (UATHBIE IEHBIU (paBHBI TOCYAApCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC HEUATHBIE ICHBIH (HE PaBHBI TOCYJaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C 3JEKTPOHHBIMU JEHHIAMHU:

1. [IpuBsku K cueTy MOOWIBbHBIN TenedoH. DTO caMblil yAOOHBIA U OBICTPBIN crIOCO0
BOCCTaHOBUTH JIOCTYI K cueTy. [IpuBs3aHHbBIN TeIePOH TOMOXKET, €CIU 3a0yAeIlb CBOU TUIATS)KHBIN
MapoJjib WK 3aiIelllb Ha CAUT ¢ HE3HAKOMOTO YCTPOICTBA;

2. Hcnonp3yii ogqHopa3oBbie napouu. [locne mepexona Ha yCUIICHHYIO aBTOPU3AINIO TeOe
yke He Oy/IeT yrpoKaTh OMACHOCTh KPa)KH WITU TMepexBara MiIaTeKHOTo MapoJis;
3. Bri6epu cioxublii mapons. [IpectynHukam OyeT He IPOCTO yragaTh CIOKHBIN MapoJib.

HanexHble nmapoiu - 3TO Mapoid, KOTOpBIE COJIEPKAT HE MEHee § 3HAKOB M BKIIOYAIOT B ceOs
CTPOYHBIE M MPONUCHBIE OYKBbI, LIU(PBI U HECKOJIBKO CHMBOJIOB, TaKW€ KakK 3HaK jaoJiapa, QpyHTa,
BOCKJIMIIATEeNbHBIA 3HaK U T.1. Hampumep, $tROng!;; 4. He BBOAM CBOM JIMYHBIC JaHHBIC HA caiiTax,
KOTOPBIM HE JOBEPSEILIb.

DNeKTpOHHAas MoYTa

ONEKTpPOHHAs MOYTa - 3TO TEXHOJOTUS M IPEJOCTABISAEMBIE €0 YCIYI'M IO IEPECBUIKE U
MIOJIyYEHHUIO 3JIEKTPOHHBIX COOOIIEHHH, KOTOpPBIE paclpeAessitoTcsd B KOMIbIOTEpHOU ceTH. OOBIUHO
3JIEKTPOHHBIN MMOYTOBBIH SAIMIMK BBIMISAIUT CIEAYIOUIMM 00pa3oM: UMs_I0JIb30BaTEeNA(@UMS_TOMEHa.
Takxe kpoMe nepefaun MpocToro TeKCTa, UMEETCsl BO3MOXKHOCTh NepeaBaTh (ailsibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh npaBuiIbHBIA MOUYTOBBIN cepBHC. B MHTEpHETE €CTh OIrpPOMHBIN BBIOOP
OecCIUTaTHBIX TOYTOBBIX CEPBHUCOB, OJHAKO Jy4YIle JOBEPSATh T€M, KOrO 3Haellb M KTO MEPBBIM B
pEUTHHTE;

2. He ykaspiBail B nuuHOI moure nuuHyro MHQopmanuio. Hampumep, sydie BeIOpaTh
"My3bIKaJIbHBIN (haHaT@'" unu "pok2013" BMecTo "Temal3";

3. Hcnons3yit AByXdTanmHy0 aBTOPU3AIMIO. JTO KOTJa MOMUMO MapoJisi HYy’KHO BBOJIUTH
KO/JI, IpHUChIIaeMblil mo SMS;

4, Bribepu cnoxHbI maposb. s KaXJIOro IMOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HAJEKHBIM, yCTONYUBBINA K B3JIOMY MapOJib;

S. Ecin ectb BO3MOXHOCTH HamMcaTbh CaMOMY CBOW JIMYHBINA BOIIPOC, MCHOJB3YH ITY
BO3MO>XHOCTb;

6. Hcnons3yil HECKOJIBKO TOYTOBBIX SIIUMKOB. [IepBBI i1 4YacTHOW HEPENHCKU C

aJgpecaraMH, KOTOPBIM Thl JOBEps€IIb. DTO S3JEKTPOHHBIM aJpec HE HaA0 HCIOIb30BATh NpPHU
perucTpanuu Ha popymax u canTax;



1. He oTkpbiBaii aitsibl u [pyrue BIOXKeHHs B MHUCbMaXx, Aa)Ke €CIM OHHM IPUIILIHA OT TBOUX
npy3sei. Jlydiie yTouHU y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. [Tocne okoHuaHus pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aKPHITUEM BKJIAJIKH C CAHTOM
He 3a0y/1p HaxaTh Ha "BeriiTu".

KubepOynmuHr uiau BUPTYaaIbHOE U3/1€BATEIbCTBO

KubepOysumuHr - mpeciieioBaHue COOOIICHUSIMHU, COJCPIKAIIMMH OCKOpPOJICHHUS, arpeccHio,
3aIyrMBaHUe; XYJUTAaHCTBO, COLHMAIbHOE OOWKOTHPOBAHHWE C IIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcCHOBHBIE COBETHI 110 OOPHOE ¢ KHOEPOYILTUHIOM:

1. He Gpocaiics B 60ii. JIyummmii cmioco0: mocoBETOBaThHCS Kak ceOst BECTH U, €CJIM HET TOTO,
K KOMY MOYKHO 00paTUThCS, TO BHaYalle YCIIOKOUThCSA. ECiiu ThI HauHen s 0TBEYaTh OCKOPOJICHUSAMH Ha
OCKOpOJIEHUS], TO TOJIBKO €lIe OONbIIE Pa30kKellb KOH(IHKT;

2. VYrpasnsii cBoelt kubeppemnyTaiuei;

3. AHOHMMHOCTH B ceTH MHHMAas. CyIIeCTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT Bectn Xynuranckuii oOpa3 BUPTyaJdbHOH XHU3HH. VIHTEpHET (UKCHUpPYET Bce
TBOM JICUCTBUA U COXPAHAET UX. Y AANUTh UX OyJeT KpaiiHe 3aTpyJHUTEILHO;

o. Coburonait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit equHuuHblii HeratuB. OJHOPa30BbIe OCKOPOUTEIbHBIE COOOIICHUS JIy4Ile
UTrHOpUpOoBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4yallbHOW CTa UM,

7. ban arpeccopa. B mporpamMmMax oOMeHa MITHOBEHHBIMHU COOOIIEHUSMHU, B COLUATBHBIX
CETSIX €CTh BO3MOYKHOCTb OJIOKMPOBKHU OTIIPaBKU COOOILEHUN C OIpeIeICHHBIX aJIPECOB;

8. Eciu T1b1 cBugerens kuOepOymnunra. TBoW JA€WCTBUS: BBICTYNHUTH MPOTHB

mnmpeciaeaoBareiiia, 1mokKka3atb €My, 4TO C€ro JIEHCTBUS OICHHUBAIOTCS HEraTUBHO, IIOAACPIKAThL KCPTBY,
KOTOpOﬁ HY’XHa IICUXOJIOTHUYCCKAasA IOMOIb, COO6I_I_II/ITL B3pPOCJIBIM O (I)aKTe arp€CCUBHOTIO ITOBCACHHS B
CCTH.

MoOwibHBIN TeaehoH

CoBpemeHHble cMapT(OHBI U IJIAHIIETHl CoAepkKaT B ceOe BIIOJIHE B3POCIHbI (yHKIIMOHAM, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTALIMOHAPHBIMH KOMIIboTepamMu. O1HaKO, CPEACTB 3aIUThI 115
MOJI00HBIX YCTPOWCTB MOKa OYeHb Majio. TecTupoBaHHE U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJIUT HE
TaK UHTEHCUBHO, Kak a1 [1K, To e camoe kacaeTcss 1 MOOMIIbHBIX PUITIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl yKe MPAaKTUYECKH TOTHAIN HACTOJIbHbIE aHAJIOTH, OJHAKO
pacupenue QyHKIOHAIA BI€YET 32 COO0H OOJIBIIYIO CI0KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MNPOM3BOAMTENN BBITYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE KpPUTHYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIBLHOTO TenedoHa:

1. Huuero He sBisieTcst no-HacrosiieMy OecruiaTHbIM. byib ocTopoxkeH, Belb Korjia Tede
npeasaramT OecrylaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHUe-TO IUIaTHBIE YCIIYTH;

2. Hymaii, npexie ueM otnpaBuTbh SMS, ¢oto uinm Buzeo;

3. Heo6xomumMo 0OHOBIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQOoHa;

4. Vcnonb3yi aHTUBUPYCHBIE TPOTPaMMBbI /1151 MOOMIIBHBIX TENIe()OHOB,;

S. He 3arpy»aii nmpuiiokeHus OT HEU3BECTHOI'O MCTOYHHKA, BEJAb OHU MOTYT COAEpXkaTb
BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeYeHue;

6. [Tocre Toro kKak THI BBIMJENIL C caiiTa, I/Ie BBOAWI JUYHYIO MHGOpMaIuio, 3aii1 B
HacTpolku Opaysepa u ynanu cookies;

7. [leproanuecku npoBepsii, KakKe IIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEpE;

8. JlaBaii cBOIi HOMEp MOOUIIBHOTO TeJe(OHA TOIBKO JIIOJIIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsielb;

9. Bluetooth momkeHn ObITh BBIKIIIOUEH, KOTJa Tl UM HE TIONb3yelibes. He 3a0biBaii mHOT I

IIPOBEPSATH 3TO.



Online urpsr

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaTHIBAIOLINE PA3BICUEHUS, 00bETUHSIIOIINE
COTHH THICSY YEJIOBEK 110 BceMy MUpY. rpoku uccaeayoT JaHHbII UM MUp, OOLLAIOTCS IPYT € IPYTOM,
BBITIOJHAIOT 3aJaHus, CPaKaloTCsd ¢ MOHCTPAMM M IIOJIy4alOT OIBIT. 33 YJOBOJBCTBUE OHHU IUIATAT:
MOKYTIAIOT TUCK, OIUIAYMBAIOT aDOHEMEHT MJIH MPHOOPETAIOT KaKUEe-TO OILUH.

Bce 31u cpeactBa uayT Ha nojaep)kaHue U pa3BUTHE UIPHI, a TaK)Ke HA caMy O€3011aCHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBIMYCKAIOTCS HOBbIE MaTy (IU(PPOBBIC 3AIUIATKU IS
IIpOrpamMM), 3aKpbIBAtOTCSl YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Urpax CTOUT oracaTbcsi HE CTOJIBKO CBOMX COINEPHUKOB, CKOJIBKO KPaKH TBOETO
1apoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIBIIMHCTBA UID.

OCHOBHBIE COBETHI 10 OE30MTACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroii urpok Benet cedst I10xo WM co3aaet Tede HEMPUSTHOCTH, 3a0JI0OKUPY ero
B CIIMCKE UTPOKOB;
2. [Toxxamyiics afMUHUCTPATOpaM UTPHI HA TUIOXOE MMOBEACHHUE 3TOT0 UTPOKa, HKEJIATEIbHO

IIPUJIOKUTH KAKUE-TO TI0KA3aTEJIbCTBA B BUJIE CKPUHOB;
He yka3biBail nuunyto nHpopmauio B mpodaiisie urpsl;
VYBakail Ipyrux y4aCTHUKOB I10 UI'PE;
He ycranaBnuBaii Heo(uuaibHble NaTYH U MOJIBI;
Hcnonp3yii Cl10KHBIE U pa3HbIE N1apOJIy;

7. Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIIOYaTh aHTUBUpYC. [Ioka Tel urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

o swW

OuUmuHT 1M Kpaxa JUYHBIX JaHHBIX

OOBIYHOH Kpakell eHer W JOKYMEHTOB CETOHS YK€ HUKOTO HE YAMBHUIIL, HO C Pa3BUTUEM
MHTEPHET-TEXHOJOTHIA 3JIOYMBIIIICHHUKA MEPEMECTUIINCh B MHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS
"TF0OUMBIM" HEJIOM.

Tak mosiBHIIaCh HOBasi yrpo3a: HHTEPHET-MOIIEHHIYECTBA MITH (DUIIIMHT, TIIaBHAS LIEJIb KOTOPOTO
COCTOMT B IOJYYEHUH KOH(UACHIMAIbHBIX JAaHHBIX IIOJIb30BAaTENCH - JIOTHHOB W mapoieil. Ha
aHrauiickoM si3bpike phishing untaercs kak ¢pummHr (ot fishing - peiOHas noBis, password - Maposb).

OcHOBHBIE COBETHI IO 6OpHOE ¢ YUITMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciiy Tl mofi03peBaelib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOJMMO 3a0JIOKUPOBATh €€ U COOOLIUTH aIMUHHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. Ucnonp3yii 6e3onacHble BeO-CaliThl, B TOM YHCJIE€, HHTEPHET-Mara3uHoB U MOMCKOBBIX
CHCTEM;

3. Wcnonp3yl cnoxxHble M pa3Hble mapoiu. TakuMm oOpazoMm, ecinu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOyYaT AOCTYH TOJIBKO K OJHOMY TBOEMY NMPO(MUIIO B CETH, a HE KO BCEM;

4. Ecnu Te6st B3momanu, To He0OX0IMMO TPEAYNPEANTh BCEX CBOMX 3HAKOMBIX, KOTOpPHIC

,[[O6aBJ'I€HBI y TeOs B APYy3biaX, O TOM, 4YTO TeOsI B3J0OMAaIH H, BO3MOKHO, OT TBOCIrO MMCHH 6y,HeT
paccolIaTbCA CIlaM U CCBLIIKW Ha (1)I/IIHI/IHFOBBI€ CaI\/JITIaI;

S. YcranoBu HagexHbli naposs (PIN) Ha MoOMIbHBIHM TenedoH;
6. OTkIIIOUM COXpaHEHHE MMapoJis B Opaysepe;
7. He oTkpbIBail (aiiisl u Jpyrue BI0OKEHUS B MUCbMaXx, TaKe €CIIU OHU MPHUIIUIH OT TBOUX

npy3eit. Jlydiie yTouHr y HUX, OTIPABIISIA JIM OHU Te0e 3TH (aiiibl.

[{udposas pemyranus

[MudpoBast pemyranusi - 3TO HEraTMBHas WIM IO3WTHUBHAs HMHQpopMmanus B ceTH O Tebe.
Komnpomerupytomas uHpOpManusi, pa3MelleHHas B HWHTEPHETE, MOXXET CEephe3HbIM 00pazom
OTpa3uThCsl Ha TBoeil peanbHON >ku3HU. "ludpomas penmyranusa" - 3TO TBOM UMUK, KOTOPBIN
dbopmupyercst u3 nHhopMaluu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.



MHorue MOAPOCTKU JIETKOMBICICHHO OTHOCATCSA K IyONUKalMHM JUYHOW HH(OpMalu B
WNHTtepHeTe, HE MOHMMAasE BO3MOXHBIX MOCHEACTBUU. Thl ake HE CMOXKEIIb J0TaJaTbCsa O TOM, YTO
¢dororpadus, pazMerieHHas 5 et Ha3ajl, cTala IPUIMHON 0TKa3a MPUHATH TeO0s Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue JeiMcTBrsl MOTYT HE UCUE3HYTh JaXKe
MocjIe TOro, KaK Thl UX yJauulb. Thl HE 3HAEIIb, KTO COXPaHMUJ 3Ty MH(OpPMAIUIO, Monaja JIM OHa B
MTOMCKOBBIE CHCTEMbI U COXPAHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYy: Karollue JIOIH,
KOTOpBIC HAWTYT ¥ YBUIAT 3T0. HaliTi nH(OpMALIHIO MHOTO JIET CITYCTSI CMOYKET JIF000M - KaK U3 JOOPBIX
noOy>XJIeHUH, TaK U C HAMEPEHUEM IPUYUHUTH Bpell. DTO MOXKET ObITh KTO YTOAHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI permyTaluu:

1. [Momymaii, mpexae 4eM 4YTo-TO MyOJIMKOBAaTh W TepeAaBarh y ceOsi B Oimore wiud B
COIIMAJIbHOM CETH;

2. B nactpoiikax npoduiis yCTaHOBU OTPaHUYEHUS Ha MPOCMOTP TBOETO MPO(UIL U €ro
COJICP’KUMOTO, CAeIal ero TOJbKO " apy3ei”;

3. He pa3meraii u He yka3biBaii HHPOPMAIUIO, KOTOPAsk MOXKET KOTO-JIN0O0 OCKOPOIISAThH HITH
0o0MXKaThb.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE M10JIb30BaTENN IIM(PPOBOIo MPOCTPAHCTBA.

OpHako Jajieko He BCE 3HAIOT, YTO MOJIb30BaHUE MHOTMMHU BO3MOKHOCTSIMHM LIU(POBOrO MHUpa
TpeOyeT coOII0IeHNs TPaB Ha UHTEIIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH "MHTEJUIEKTyajbHasi COOCTBEHHOCTh' OTHOCHTCS K pAa3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOI'0 YMa, HauMHas C HOBBIX M300pETEHUH M 3HAKOB, 0003HAUYAIOIIUX COOCTBEHHOCTh Ha
NPOAYKTHI M YCIYTH, M 3aKaH4YMBas KHUTaMH, (oTorpausiMu, KHHOQWIBMAaMH U MY3bIKaJIIbHBIMU
IIPOU3BEACHUSAMHU.

ABTOpCKHE MpaBa - 3TO IIPaBa Ha UHTEJIEKTYyaJIbHYyI0 COOCTBEHHOCTb Ha IIPOU3BE/ICHUS HAYKH,
JUTEepaTypbl M HCKyccTBAa. ABTOpPCKHME IIpaBa BBICTYHNAIOT B KauyecTBE TrapaHTHUM TOr0, 4YTO
MHTEIJUICKTYyaJIbHBI/TBOPUECKUN TPy aBTOpa He OyIeT HalpacHbIM, JAacT €My CIIpaBeIJIHBBIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOErO TPYAa, NOJIYYUTh U3BECTHOCTH U Npu3HaHue. Hukro
0e3 paspemeHns: aBTopa He MOXKET BOCHPOU3BOAUTH €r0 IPOU3BEACHHUE, PACIIPOCTPAHATH, IIyOINYHO
JI€MOHCTPUPOBATh, MpoJaBaTh, HMIIOPTUPOBAaTh, IyCKaTh B HPOKAT, MYOJIWYHO HCHOJIHATH,
MTOKa3bIBaTh/UCHIOIHATH B 3(pupe min pazmemiars B HTepHeTe.

Hcnonb3oBanue "MUparckoro" MpOrpaMMHOTO OOECIEYeHHsS MOXKET MPHUBECTH KO MHOTUM
pHUCKaM: OT MOTEPHU JaHHBIX K TBOUM aKKayHTaM /10 OJIOKHPOBKH TBOEr0 yCTPOWCTBA, I/I€ yCTaHOBJICHA
HeslerajgbHas nporpamma. He ctouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JierajbHblE M OecIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.

Kak nomo4b pedeHKYy, ecJId OH y:Ke CTOJKHYJICHA ¢ UHTepHeT-yrpo3oi.

YcTaHOBUTE ITOJIOKHUTEIIHLHBIN BMOHHOHaHBHBIfI KOHTAaKT C pe6eHKOM, PACIOJIOKUTE €TI0 K
pasroBopy O TOM, YTO CIy4duock. Pacckaxure o cBoeil 00eCIIOKOCHHOCTH TEM, YTO C HUM MTPOUCXOJTUT.
Pebenok nomken Bam noBepsth u 3HaTh, 4TO BBl XOTHTE pa3oOparbcs B CUTyallMd U IOMOYb €MY, a HE
HaKa3arb.

HOCTapaﬁTGCL BHUMATCJIBHO BBICIYIIATh pacCKa3 O TOM, UTO MPOU3O0ILIO, IMOHATH, HACKOJIBKO
Cephe3HO MPOU3OLIE/IIEe U HACKOJIBKO CEPhE3HO ATO MOTJIO MOBIUATH HA peOEHKa;

Ecnu pebeHok paccTpoeH 4eM-TO YBHUJEHHBIM (HampHUMep, KTO-TO B3JIOMall €ro Npo@uib B
COLIMAJIbHOW CETH), WM OH IIOMNaj B HENPUATHYIO CUTyaluto (moTpatui Bamm wim cBou JeHBIU B
PE3YIbTATC HHTCPHET-MOIICHHUYECTBA U Hp) — HOCTapaﬁTeCL €ro yCIIOKOUTb M BMECTC C HHUM
pa3depHuTech B CUTYalluu — YTO IPUBEJIO K JAHHOMY PE3yJIbTaTy, KaKie HEBEPHbIE IeHCTBHSI COBEPILIIII
caM peOeHOK, a rae Bel He pacckazanu emy o mpaBuiax O0ezonacHoctu B MIHTepHeTe;

Ecnu cutyanus cBsi3ana ¢ HacuiimeM B VIHTepHeTe 10 OTHOLIEHHUIO K peOeHKY, TO He00X0AUMO
BBISICHUTH MH(GOpPMAIUIO 00 arpeccope, BhIICHUTh HCTOPUIO B3aMMOOTHOIIIEHUH pebeHKa U arpeccopa,
BBISICHUTB CYILECTBYET JIM JIOTOBOPEHHOCTh O BCTpEYE B PEalbHOM JKU3HH; y3HATh OBbLIM JIM TaKue



BCTPEUYM W YTO M3BECTHO arpeccopy o pedeHke (peasbHoe uMs, (pammiusd, anpec, TeaedoH, HOMEP
IITKOJIBI | T.11.), )KECTKO HaCTanBalTe Ha M30eraHuy BCTPEY C HE3HAKOMIIAMH, OCOOECHHO 0€3 CBUACTENEeH,
IIPOBEPHTE BCE HOBBIE KOHTAKThI peOCHKA 3a MOCIeTHEEe BPEMS;

Cobepute Hanbosee MOJHYI0 WH(OOPMALIKMIO O MPOUCHIECTBUU, KaK CO CJIOB peOeHKa, TaK U C
MOMOIIIBIO TEXHUYECKUX CPEJCTB — 3alIUTE HA CTPAHULIBI caiiTa, rie Obu1 Bam peGeHok, mocMoTpure
CIHMCOK €ro Apy3ei, mpoutrute cooOuieHus. [Ipu HeoOXOIUMOCTH CKONUPYWTE U COXpaHUTE 3Ty
uHpOpMalMI0O — B JaJbHEUIIEM 3TO MOXeT Bam mnpuromuthes (Hampumep, Ais oOpamieHus B
MIPaBOOXPaHUTENbHbIE OpraHbl);

Ecnu Bol He yBepeHbI B OIIEHKE Cepbe3HOCTH Mpou3olieanero ¢ Bammm pedenkoM, uim pedeHok
HEJ0CTaTOYHO OTKPOBEHEH ¢ Bamu miam BoOOIIE HE TOTOB MATU Ha KOHTAKT, WU Bbl He 3HaeTe Kak
MOCTYIUTH B TOM WJIM HHOM CUTyallul — 0OpaTUTECh K CIIEUANUCTY (TenaedOH T0BEpHUsl, ropsyasi TMHUS
u 1p.), rae Bam manyT pexkoMeHaanuu o TOM, KyJa U B Kakoil ¢opme oOpaTHTbCA, eciu Tpedyercs
BMEIIIATEILCTBO APYTHUX cayk0 u opranuzanuii (MBJI, MUC, Cectpsl u 1ip.)
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