Mpunoxenne Ne2. Undpopmanuounas naMaTka 11 ofydyaromuxes JJs pazMelleHus Ha
opunuansubix MuTepHeT-pecypeax

C KaXIbIM TOAOM MOJIOJEXKH B HHTEPHETE CTAHOBUTHCS 60jbIIe, a IKOJLHUKH ONHU U3
caMBIX aKTHBHBIX IOJb30oBarejicd PyHera. Mexny teM, IIOMHMO OrpOMHOrO KojJHYecTBa

BO3MOXXHOCTEH, HHTEPHET HeceT M npobiieMsl. DTa mamaTka Ao/KHA MoMods Tebe GesomacHo
HaXOIUTHCS B CETH.

Komnviomepnwie supycot

KommnreloTepHBlii  BUpyc — 3TO  DPasHOBHAHOCTH  KOMIIBIOTEPHBIX  IPOTpaMM,
OTINYUTENLHOM OCOGEHHOCTHIO KOTOpOM sBiIgeTCs CNOCOGHOCT K pasMHOXEHHIO. B
NIOTIOJIHEHHE K 3TOMY, BAPYCHI MOTYT HOBPEIUTH WIM MOJHOCTHIO YHHYTOXHUTH Bee (ailibl u
IAHHBIE, MOAKOHTPOIBHEIE MOJB30BATENI0, OT MMEHH KOTOporo 6bLna 3amylleHa 3apakEéHHas
MporpaMMa, a TakXe IOBPEIUTh WM AaXKe YHHYTOXUTH ONEpPallMOHHYIO CHCTEMY CO BCEMH
daitnamu B uenom. B 6onpmIHHCTBE CydaeB pacIpOCTPaHSIOTCS BUPYCHl Yepe3 MHTepHET.-

Meroasl 3aIIUTHL OT BpeIOHOCHBIX IPOTpaMM:

1. Hcnonb3yit coBpeMeHHBIE ONEpPalliOHHBIE CHCTEMBI, IMEIOIe CepbE3HbIH YPOBEHb
3alUTHl OT BPEIOHOCHEIX IPOTPaMM;

2. TlocrosiHHO ycranaBnuBaff mauty (uHMbpOBHIE 3aIIaTKH, KOTOPHIE aBTOMATHYECKH
yCTaHaBJIMBAIOTCS C LENbI0 A0palTku mporpamMmsel) M apyrue o6HOBIeHHs CBoeid
onepaluOHHOI cucTeMbl. CkauuBali X TONBKO ¢ opULIMANIBLHOTO caliTa paspaboTdynka
OC. Ecnu cymecTByer pexuM aBTOMaTHuecKoro oGHOBIEHUS, BKIIOYH €ro;

3. PaGorail Ha cBOeM KOMITBIOTEpE NOJ MIpaBaMU MONL3OBATENS, @ HE aIMUHICTPATOpA.
BT10 He mo3BONMUT GONBIUMHCTBY BpPENOHOCHBIX INPOrpaMM WHCTAJUIMPOBAThHCS Ha
TBOEM IEPCOHATHHOM KOMITBIOTEPE;

4. Wcnons3y# aHTHBUPYCHBIE MPOrpaMMHBIE NIPOAYKTHI M3BECTHBIX MPOU3BOAUTENEH, C

aBTOMaTH4YeckinM o6HOBNeHNeM 6a3;

Orpannyb pu3nyeckuit JOCTYN K KOMOBIOTEPY 1S NOCTOPOHHUX JIUIL;

Ucnons3y#t BHeMmHUE HOCUTENH MHGOpPMALUH, Takue KakK (iemmka, AucK wiy ¢aiin u3

WHTEPHETa, TONBKO U3 IPOdepEHHBIX HCTOYHHKOB;

7. He otkpeiBali KOMIBbIOTEpHBIE Gaiiibl, NONy4YeHHbBIe U3 HEHANEXHBIX HCTOYHHUKOB.

Jaxe Te ¢aitnel, KoTOpele Tpucian TBOM 3HakoMbii. Jlywine yTouyHm y Hero,
OTIIPABIISUI M OH Tebe ux.
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Cemu WI-FI

Wi-Fi - 3To He BUA nepenayu NaHHBIX, HE TEXHOJIOTHUS, a Beero nuiub Gpenn, Mapka. Eme
B 1991 romy Hunepnanackas komranus 3apeructpuposaia 6penn « WECAw, uto oGosHagano
ciioBocouetanne «Wireless Fidelity», koTopsrit mepeBoauTcs Kak «6eCIIpoOBOIHAS TOYHOCTBY.

Hdo namero BpeMenm gouuia apyras aG6peBuarypa, KOTOpasi SIBASETCS TaKOM JKe
TexHojioruei. 1o a66pesuarypa «Wi-Fin. Takoe Ha3BaHue GBLIO JaHO C HAMEKOM Ha CTAHAAPT
BhICLUM# 3ByKoBOH TexHuMkH Hi-Fi, 4To B mepeBosie 03HauaeT «BLICOKAS TOYHOCTEY.

Ha, GecriaTHEIl MHTepHeT-HOCTYN B Kade, OTeNsX M a3poloprax ABIAETCA OTIHUHOM

BO3MOKHOCTBIO BBIXOJa B HHTepHeT. Ho MHOrHe 3KcnepThl cyuTaroT, yto obmenocrynusie Wi-
Fi cetut He aBnsrorcs 6e30MaCHEIMME.

Cosetsl Ho GesonacHocTH paboTe B obmenoctynHbix cerax Wi-fi:



He nepemaBait cBowo nmuunyro uHpopManuio udepe3 obmemoctynusie Wi-Fi ceTn.
Pa6oras B HMX, XelaTeNbHO He BBOAUTHL IApOJM HOCTYIA, JIOTHHBI M KakKHe-TO
HOMepa;

Hcnonb3yit 1 o6HOBISI anTUBUPYCHEIE IporpaMMel M GpaHaMayep. Tem caMbIM THI
obe3onacuins cebs 0T 3aKkayKu BUpyca Ha TBOE YCTPOHCTBO,

Ipu ucnons3osanud Wi-Fi otxmoun ¢ynkuuio «O6umit noctynm x daitiam u
npuHTepam». JlaHHas (QyHKNHA 3aKpHITa 0 YMOJYaHUIO, OOHAKO HEKOTOphie
II0JIb30BATEM AKTUBUPYIOT €€ i ynobcTea ucnons3oBaHus B pabore win yuebe;

He ucnons3yit ny6nuussit WI-FI nng nepenaud AUYHBIX AaHHBIX, HanpUMep IS
BHIXOJIa B COIIMANBHEBIE CETH WIH B 3JIEKTPOHHYIO IIOYTY;

Hnone3yit Tonsko 3ammimeHnoe coemuneHue depes HTTPS, a ne HTTP, T.e. npu
nabope BeG-anpeca BBOAH UMEHHO «https://»;

B wMo6umsHOM Temedone oTkmoun GyHkumioo «Ilogkmouenne Kk Wi-Fi

aBTOMaTH4YecKu». He momyckail aBToMaTHueCKOro NOOKIIOYEHHS YCTPOHCTBA K CETIM
Wi-Fi 6e3 TBOero cormacusi.

COuud]leble cemu

CouuansHble CETH aKTHBHO BXONAT B Hally XH3Hb, MHOTHE JIIOAM paGoTaroT M XHBYT
TaM IOCTOSHHO, a B Facebook yxe 3aperucTpupoBaH MWwIHaph 4eaOBEK, YTO SBIASETCS OMHOM
cedsMOM BCcex XuTeneil mnaHersi. MHOTHe NOJB30BaTeNd HE NMOHUMAIOT, YTO HH(pOpMaIusd,

pasMeIileHHass HMH B COLIMATTBHBIX CETAX, MOXET 6uITH HallJileHa W UCIIO/IB30BaHA KEM yromHo, B
TOM YHCJIe He obs3arennsHo ¢ GarnMu HaMCpPCHHUAMM.

OcHoBHEIE coBeThI 10 6€30IMaCHOCTH B COIUATBHBIX CETAX:

1.

2,

OrpaHuys cnucok Apy3eil. Y TeGs B Opy3ssix He NOJKHO OBITh CIHydaliHBIX H
HE3HAKOMBIX JIOJEH;

3amuiaii cBo 4yacTHy1o Xu3Hb. He ykaspiBaff maponu, TenedoHsl, ampeca, maTty
TBOETO POXICHHS M IPYTYI0 JUYHYI0 MHGOpMAUUIO. 3J0YMBIIUIEHHHMKH MOTYT
HCIONB30BaTh Jaxe HMHGOpMAIMIO O TOM, KaK Thl U TBOM DOAUTENU IUIaHHpYyeTe
MIPOBECTH KaHHUKYJHI,

3amuinail CBOIO penmyTalMIo - IEpXKH €€ B YUCTOTe M 3amaBail cebe Bompoc: xoren Gni
THI, 4TO6BI Opyrue nonas30BaTeNy BUIENH, YTO THI 3arpyxaems? IToxymali, nmpexae
YeM 4TO-TO OonyObIMKOBaTh, HAMMCATH M 3arPY3UTh;

Ecnu THI rOBOpHIIL C JNIOABMH, KOTOPHIX HE 3Haellib, He MCIOJb3YH CBOE pealbHOe
MMS M OpYTYIO JUYHYIO HHQOPMAIMH: HMS, MECTO XHTEIbCTBA, MECTO yueGHl u
npoyee;

WUsberait pasmemenus ¢ororpaduit B MuTepuete, rae Tsl n306pakeH Ha MECTHOCTH,
10 KOTOPO! MOXHO OIIPeNeNUTh TBOe MECTOIOIOXKEHHUE,

Ipu perucTpauuy B coUuabHOM ceTH HEOGXOMMMO UCTIONB30BATh CIIOXKHEIE MAPOJIH,
cocrosue u3 6ykB U AP U C KOJUYECTBOM 3HAKOB HE MeHee 8;

A5 colManbHON CeTH, MOYTHI M OPYrUX caliToB HeoGXOAUMO MCIIONb30BATh PasHBIe

Aaposin, Torda eciu Tebs B3OMAIOT, TO 3TOYMBIIUIEHHHKH MOJIYYaT HOCTYI TOJIBKO
K OJHOMY MECTY, a He BO BCE Cpa3y.

Dnexmponnvie OeHbzu

BAeKTPoHHbIC ACHBIH — 3TO OYeHb yNoBHEI cnocob muarexei, OTHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TH JCHBIH.

@ﬁ@ﬂp@ﬁﬁﬁ@ ACHBIH MHOYBUJIHCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOr0 BO MHOTHUX
roeyAapeTBax 4O CHX IIOp He MPOMMCAHO IIPO HUX B 3aKOHAX.


https://%c2%bb

B Poccum xe OHM (YHKOMOHHPYIOT MU O HHMX YX€ INPONHCAHO B 3aKOHe, rie Mx
pas3iensioT Ha HECKOJbKO BH/JOB — aHOHHMHBIE U He aHOHHMHBIE. PasHulla B TOM, 4TO
AaHOHMMHBIE - 3TO Te, B KOTOPHIX pa3peliaercss NMpOBOAUTH omnepaluu 6Ge3 uneHTHHKAMU
IOJIb30BATENs, @ B HEAHOHMMHBIX HACHTU(HUKAIMY TI0JIE30BaTeNs ABseTcs oba3aTensHOM.

Taxxe ciaexyeT pasaudarh SIEKTpOHHHE (UaTHBIE NEHBIH (PaBHBI FOCYAApCTBEHHBIM
BATIOTaM) M 3JIEKTPOHHEIE He(QHATHEIE TeHBIU (He paBHBI TOCYIaPCTBEHHBIM BATIOTaM),

OcHoBHEIE COBeTHI 10 Ge3oracHoit paboTe ¢ 37IeKTPOHHBIMU AeHbTaMH:

I. IIpuBsxu x cueTy MoGwibHBIN TenedoH. DTo camblit ynoGHBIN U GeIcTphift cnocob
BOCCTAHOBHTH JOCTYI K cueTy. IlpuBs3aHHBIN TemedoH NMOMOXeT, eciH 3abynems
CBOI ILTaTeXHBIN [TapOJIL WM 3alilelllb Ha CailT ¢ HE3HAKOMOI'O YCTPOHCTRA,

2. Wcnons3yit omHopa3oBwie mapoid. Ilocne mepexona Ha YCHJIEHHYIO aBTOPH3ALMIO
Tebe yxe He 6yIeT yrpoxarh ONacHOCTh KPaXkKy MM [TepexBaTa IIaTEXXHOTO Iapois;

3. Buibepu cnoxusiii mapons. IlpectymHukam 6yneT He NIpOCTO yramaTh CIOXHBIH
napoab. Hagexusie napojun — 3T0 napoyu, KOTOpbIe ConepxaT He MeHee 8 3HaKOB U
BKJIIOYAOT B ce0s CTpoYHbIe M mMponucHble GyKBEI, HUPPH ¥ HECKOIBKO CHMBOJIOB,
Takye KaK 3HaK Jojuiapa, pyHTa, BOCKIHIATENbHEIM 3Hak u T.. Hanpumep, $tROng!;;

4. He BBOIU CBOM NMUYHEBIE JaHHEIE HA CaliTaXx, KOTOPLIM HE JOBEpsellb.

Drexmpounas nouma

DNeKTpOHHas MOYTa — 3TO TEXHOJNOTHS M IPeJOCTaBsgeMble €10 YCIYTH TI0 Mepechuike H
MOJYYEHHUIO 3JIeKTPOHHHIX COOGINEHHit, KOTOpHIE DPACHPENEeNSIOTCS B KOMIIBIOTEPHOM CETH.
OGelYHO  37eXTPOHHBI  NOYTOBBIM  SAMIMK  BBIVIAAMT  CIENYyIOIMM  oGpasom:

UMsi_nonb3oBaTens@ums_momeHa. Takke KpoMme Iepelavyd IPOCTOrO TEKCTa, MMeeTcs
BO3MOXHOCTE NlepeaBaTh (aiiinL.

OcHosHble coBeTHI 10 6e3omacHoii paGoTe ¢ 3/IeKTPOHHOM NOouYTORM:

1. Hapo BeiGpaTh mpasuibHEIM 10YTOBHIM cepBHC. B MHTEpHETE ecTh OrpoMHEIH BHIGOD
GecruiaTHBIX ITOYTOBBLIX CEPBHCOB, OIHAKO Jy4lle JOBEPATH T€M, KOTO 3Haels U KTO
NepBhiil B pelTUHrE;

2. He yxasmBail B nuyHOM noute nuuHyio uHbopmaimio. Hanpumep, myuine BeiGpars
«My3BIKaTbHBIN_(paHat@y» unu «pok2013» BMecTo «TeMal3y;

3. Hcnonp3yit AByX3TamHY aBTOPH3AIMIO. DTO KOTIa IIOMHMO Iapoisi HYXXHO BBOAUTH
Ko, npuckuUiaemsiit mo SMS;

4, Bribepn cnoxHbii mapomb. [ KaXZOTO MOYTOBOTO SIIIMKa INOJDKEH OBITH CBOM
HaJleXHBIH, yCTONYHBEII K B3JIOMY IIapOJb;

5. Eciu ecTh BO3MOXHOCTH HAIIMCATH CAMOMY CBOM JIMYHBIN BOIIPOC, HCIONB3YH ITY
BO3MOXHOCTb;

6. Wcnonp3yll HECKONBKO MOYTOBHIX SIMMKOB. IlepBolif /11 YACTHOM IEPENHMCKH C
agpecaTaMH, KOTOpPHIM Thl JOOBepsielllb. DTO 3JIEKTPOHHBIM aapec He HaAo
KCIIONb30BAaTh MIPH perucrpanud Ha Gopymax M cairax;

7. He oTkpsiBait Gaiiasl W Ipyrve BIOXEHMS B MUCbMaX AaXe €CAM OHM NPHIUIK OT
TBOMX Apy3eil. JIy4llle yTOYHH y HUX, OTIPaBIISUIM JIK OHU TeGe 3TH (aiibr;

8. [locie oxoHyanusi paGoThl Ha IOYTOBOM CEpBUCE IEpe]] 3aKPHITMEM BKIAIKU €
caiitToM He 3a0yap HaxaTh Ha «BbIiTE».



Kubepbyaaunz uau eupmyanvroe usoeeamenscmeo

KuGepbyiuar — mpecnenoBaHne cooblieHUsAMY, COIepXalluMH ockopbiaeHus,

arpeccuio, 3allyruBaHue; XYJIUTaHCTBO; COLAAIBHOC 60ﬁ1<o'mposax-me C NMOMOILIBIO Pas3IHYHbIX
WHTEPHET-CEPBUCOB.

OcnorHEIe coBeTrl 10 60pb6e ¢ kubepSyuTHHroM:

1. He Gpocaiics B Goit. JIyummii coco6: mocoBeToBaThCs Kak ¢e6s1 BECTH M, €C/IM HET

TOTr0, K KOMY MOXHO O0paTHTbCs, TO BHayale yCIOKOUThcd. Eciau TeI HayHews

oTBeuaTh OCKOpOJeHHsMM Ha ockopOliieHM#, TO TOnpKO eme GONblie Pa3oxIKelb

KOH(QUIHKT;

VYupasnsit cBoeit kuGeppenyranmeii;

AHOHHMHOCTh B ceTd MHHMas. CymecTBylOT cmoco6bl BBIICHHTH, KTO CTOMT 3a

aHOHHMHBIM aKKayHTOM;

4. He crout Bectu xymuranckuii o6pa3 pupryanbHol xu3uu. NHTepHET Dukcupyer Bee
TBOH JEUCTBHUS M COXpaHSAET UX. ¥ TanuTh ux 6ymeT KpaliHe 3aTpy THHTEIBHO;

Cob6uroaii cBoif BUPTyalbHYIO 4€CTh CMOJIOAY;

WrHopupyli emuHuunbiii HeratmB. OmHopa3oBble oOckopOuTeNbHBIe COOGIEHUS

NTydie urHopupoBark. O6puHO arpeccus npekpamaercs Ha HaYaIbHOM CTaIuu;

7. Ban arpeccopa. B nporpaMmax o6MeHa MrHOBEHHBIMHM COOOIIEHUSMH, B COLTMANBHBIX
CETSIX €CTh BO3MOXHOCTh OGJOKHPOBKH OTIpaBKH COOOIIEHHI C OmpemeNeHHBIX
aJpecoB;

8. Ecmu tm cBuperens kubepOymamnHra. TBoum neficTBHS: BHICTYNHTH IIPOTUB
mpecieqoBarens, IOKa3aTh €My, YTO ero JAeCTBHS OIEHUBAIOTCA HEraTUBHO,
NOIIEpPXATh KEPTBY, KOTOPOH HyXHAa IICHXOJOTHYecKas IIOMOIIb, COOGINHUTH
B3pOCJIBIM O (PaKTe arpeCCHBHOrO IIOBEIEHHS B CETH.
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Mobunvnwiii menegon

CoBpeMeHHBle CMapTQOHBI W IUIAHINETHl comepxaT B ceGe BHONHE B3pOCHBIH
byaknmoHan, M Temeps OHM MOTYT KOHKYPHUpPOBaThb CO CTaIMOHAPHBIMH KOMITBIOTEpPAMH.
OnHako, CpelCTB 3alUThi I MONOGHEIX YCTPOUCTB MOKa OYeHb Mano. TecTHpoBaHUE U MTOUCK

yA3BMMOCTE} B HUX IIPOMCXOJUT HEe TaK MHTEHCHBHO, kak md I1K, To xe camoe kacaercda u
MOGWIIBHBIX IPUTOKESHHIA.

CoepemenHsle MOGHILHBIE Gpay3ephl yxXKe MPaKTUYECKU JXOTHAIM HACTONBHEIC aHAJIOTH,

ONHaKO pacliMpeHHe ¢yHKIMOHana BieyeT 3a coboii GONbLIYI0 CIOXHOCTD M MEHBINYIO
3aIMUIIEHHOCTb.

Hanexo He BCC IMPOMU3BOIMTECIAMN BBIITyCKaIOT 06HOBJICHI/IH, 3aKpLIBAIOIINE KPUTHYICCKHE
YA3BAMOCTH 4711 CBOUX YCTPOﬁCTB.

OcHoOBHEIE cOBeTHI 1151 6e3omacHocTH MOGUIBHOTO Teaedona:

1. Hudero He siBnsieTcss mo-Hactosiuemy GecriaTHbiM. Byas octopoxeH, Bemb Koraa
Tebe mpednaraloT GecrTaTHBIM KOHTEHT, B HEM MOrYT ObIThb CKpBITEI KaKHe-TO
IUTaTHEIE yCIYTH;

2. Hywmaii, npexxae yeM oTmpaButh SMS, ¢oto wau Bumeo. TH TOYHO 3HAelIb, IIe OHU
6ynoyT B KOHEYHOM HTOre?

Heo6xo0a1Mo0 0GHOBIIATH OePALMOHHYIO CHCTEMY TBOETO CMapTHOHa;
Werionip3yit aHTUBHpPYCHBIE NPOrpaMMEI 11l MOGHIBHEIX Telle(OHOB;
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5. He 3arpysxaii NIpHJIOXKEHUsI OT HEU3BECTHOI'O UCTOYHHKA, Bedb OHH MOTYT COACPXKATh
BPEIOHOCHOE NporpaMMHoe obecnedeHue;

6. Ilocne Toro Kak Thl BeIAJENIb ¢ caiiTa, rje BBOAWI AMYHYIO HHPOpMAaLHIo, 3aiin B
HacTpoiiku Gpaysepa u ynanu cookies;

7. TlepnomuyecKy mpoBepsii Kakue IIaTHbIE YCIYyTH aKTHBHPOBAHEI Ha TBOEM HOMEpE;

8. Hasait cBoii Homep MOGUIBLHOrO TenedoHa TONBKO JIOAAM, KOTOPHIX THI 3HA8CMIP U
KOMY HOBEPACIUD,

9. Bluetooth momkeH ObITh BBIKIIOYEH, KOrga THl MM He MHojb3yelibes. He 3abniBait
HWHOTJ]a IPOBEPSTEH 3TO.

Online uzpw

CoBpeMeHHBIE OHNAMH-MTPBI — 3TO KpacoyHble, 3axBaThIBalOLlUe pa3BjiedyeHud,
o0BbeMMHAIONME COTHH THICAY YEJIOBEK MO BCeMy MHpy. Mrpoku uccienyioT OaHHBIA UM MHD,
obuiaroTcst Apyr ¢ APYroM, BBHINONHSIOT 3aJaHus, CPaXKaloTcsi ¢ MOHCTPAaMM M MOIYYalOT OIKIT.

3a ymOBOJBCTBHE OHHU IUIATAT: MMOKYNAIOT AMCK, OmauuBaloT aboHeMeHT wiu mpuobperaior
KaKye-TO OMLKUH.

Bce 3TH cpencTBa MAYT Ha TNOAJEpXaHHe W pa3BUTHE HIPHl, & TaKXKe Ha camy
6e30macHOCTh: COBEPINEHCTBYIOTCS CHCTEMBl aBTOPH3all¥M, BBIIYCKAIOTCS HOBEIE IIaT4H
(undpoBbie 3aTUIATKU IS IPOTPaMM), 3aKPHIBAIOTCS YA3BHUMOCTH CEPBEPOB.

B nopo6GuBix Hrpax CTOUT oOIlacaTrbCs HE€ CTOJBKO CBOHX COIICPHHUKOB, CKOJIBKO KpaXXH
TBO€ro 11apoJjis, Ha KOTOpOM OCHOBaHa CUCTEMa aBTOpU3allUH 6onpmHCTBE Urp.

OcHOBHEBIE COBETHI 10 6€301aCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecam gpyroit urpok Bener cebs ruoxo unm cosnaet Tebe HenpusTHOCTH, 3a6a0kupyii
€ro B CIIHCKE UIPOKOB;

2. Tloxanylics aOMHUHMCTpPaTOpaM MIphl H& IIOXO€ IOBEJEHHE 3TOr0 HIpOKa,
XeJlaTeNbHO MPWIOKUTH KaKHe-TO JOoKa3aTeNbCTBa B BUJIE CKPHHOB;

He ykassiBaii 1n4Hy0 uHOOpMalHio B npodaiine Urpsr;

VBaxall Ipyrux y4acTHHKOB IO HIDE;

He ycranasnuBaii HeopuuyansHbIe NaTYN U MOJIBL,

Hcronb3yii coXHBIE U pa3HbIE 1apONH;

Iaxxe Bo BpeMs HIPHl HE CTOMT OTK/IIOYaTh aHTHBHpYC. IToka THI Mrpaelns, TBOM
KOMIIBIOTEP MOTYT 3apasuTh.
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Duwunz uny Kpasca MUHHsIX OAHHBLX

OGeryHOM Kpaxell AeHer M IOKYMEHTOB CErogHs y)XK€ HUKOrO HE YAMBHINb, HO C

pa3BUTHEM HHTEPHET-TEXHOJOrHit 3JIOYMBIIIJIEHHUKH TIEPEMECTHIMCE B HMHTCPHET, H
NPOAOIKAXT 3aHUMATHCA «OGUMEIMY JIEJIOM.

Tak nosfBHAacs HOBAA Yrpo3a: WHTEPHET-MOLIEHHHYECTBA WITH bmuuHT, rIaBHas Ledb
KOTOPOro COCTOUT B MOAYYEHHH KOHPHAEHLMANLHBIX AAHHBIX IMOJb3OBATENECH — JIOTMHOB H

riapesielil. Ha anriuiickom s3pike phishing unraercs kax dummnr (ot fishing — pri6Has nosas,
password — mapons).

OcHoBHbIe coBeThl 10 60p6e ¢ QuILMHrOM:

1. €Aeau 3a eBoHM akkayHToMm. EciM THl TOJO3peBaelmb, YTO TBOS aHKeTa ObuiA

B3jloMaHa, To HeoGXoauMo 3abnokupoBaTh ee ¥ COOGLIMTL AIMHHHCTPATODAM
pecypea 06 3ToM Kak MOXKHO cKopee;



2. Wcnonn3yit 6esomacHole BeG-caiithl, B TOM 4YHC/e, WHTEPDHET-MarasmHOB U
MIOUCKOBBIX CUCTEM;

3. Wcnons3yit cnoxueie W pazHele nmaponu. TakuMm obpazoM, ecnu Tebsd B3TOMAalOT, TO
30YMBIIUIEHHUKH TOJTY4YaT JOCTYII TOJIBKO K OTHOMY TBOEMY NPOGHIIO B CETH, a He
KO BCEM;

4. Ecnmu Tebs B3MOManM, TO HeoOXONMMO MNpeNynpenuTh BCEX CBOMX 3HAKOMBIX,

KOTOpble Ho0aBieHbl y Te6s B APY3bsiX, O TOM, 4TO Te6a B31OMany U, BO3MOXHO, OT

TBOEro MMeHu GYIeT pacCeUIATRCS CaM U CCHUIKM Ha GHILHHTOBHIE CalTHi;

YcraHosu HanexHsl napons (PIN) Ha Mo6uabHEIA TenedoH;

OTkirouu coxpaHeHue napoius B Gpaysepe;

He oTkpbiBait ¢ailnbl U Opyrue BIOXKEHHS B MHUCbMax JaXe €CiAM OHM NMPUHLIH OT

TBOUX Apy3eid. JIyuine yToyHM Y HUX, OTIIPABJISUIM J1u OHM Te6e 3TH dailibL

Now

Lugpoeas pemymanun

Ilndposas pemyrauus - 3T0 HeraTuBHas MM IO3UTHBHASA MHpopManus B ceTH o Tebe.
Komnpomerupyionias uHboOpManus pasMelleHHas B WHTEpHETE MOXET Cepbe3HbIM o0pazom
OTpa3uThCs Ha TBOeH peanbHOl xu3Hu. «IludpoBas penmyranusa» - 370 TBOI MMHIXK, KOTOPBIA
¢dbopmupyercs u3 vHPOopMaIHH O TeGe B UHTEPHETE.

TBoe MecTo XuTeNbCTBA, y4eObl, TBOE GHHAHCOBOE NON0XKEHHE, 0COGEHHOCTH XapakTepa
1 pacckasbl 0 6JIM3KHX — BCE 9TO HaKaIIMBAeTCs B CETH.

MHor#e NoApOCTKH JIETKOMBICTIEHHO OTHOCATCS K IMy6nukanuy JudHo#t uHbOpMaIyu B
UnrepHeTe, He MOHMUMAsi BO3MOXHBIX NocnexctBuli. Thl Jaxke He CMOXEIDb JOTaJaThCSA O TOM,
gro oTorpadud, pasMelIeHHas 5 IeT Ha3aM, CTala NPUYUHON OTKa3a NPUHATH Te6s Ha paGoTy.

KommeHnTapuu, pasmemende TBoux ¢ororpaduit M apyrue nedcTBMA MOTYT He
KCYE3HYTh [HaXe Iociae TOro, kak Thl HMX YAaauuib. Thl He 3HAellb, KTO COXPaHWI 3Ty
HH(}pOpMaLKIo, TIonaia Jidi OHa B IOMCKOBBIE CACTEMBI M COXPaHMJIAch JIM OHA, a INIaBHOE: YTO
nmonyMaloT o tebe OKpyXaromiee JIOAM, KOTOphle HalayT u yBHOAT 3T0. Halttu mrdopmanuio
MHOTO JIeT CIyCTs cMoOXeT moboli — kax u3 mo6pbix mo6yxneHult, Tak U ¢ HaMepeHHEM
NPUYMHUTE Bped. DTO MOXeT OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aUIUTE IHGPOBOM perryTaluu:

1. Tlomymait, mpexnae yem urto-to my6auKoBaTh M nepenasaTh y cebs B Giore unu B
CONUaILHOM CeTH;

2. B HacTpoiikax npoduis yCTaHOBH OrpaHMUYEHHMs Ha TIPOCMOTP TBOETO NMPOQUIS U €ro
COAEPXMMOro, cenail ero TOMbKO «IUI Apy3eiin;

3. He pasmemail 1 He yxaspiBall HHGOPMANUIO, KOTOPas MOXET KOT0-Tu60 OCKOpOIsTH
Uid ob1xars.

Aemopcxoe npaso

CoBpemMeHHBIE IUKOMbELIH- AKTHBHBIE TOJNB30BATENH LHU(PPOBOrO NPOCTPAHCTBA.
OliHako fajeko He BCe 3HAIOT, YTO IOJNB30BAHHE MHOTHMH BO3MOXHOCTAMHU LM(POBOTO MUpE
TpebyeT cobiioeHns NpaB Ha HHTEIUIEKTYATbHYI0 COGCTBEHHOCTB.

TepMmuH «uHTeAAeKTyanpHAS COGCTBEHHOCTEY OTHOCHTCH K PasIUYHBIM TBOPEHUAM
YE/I0BEYECKOro yMa, HauHHas ¢ HOBLIX H300peTeHuil U 3HAKOB, 0003HAYAIOIIMX COOCTREHHOCTD

Ha HAPOAYKTHI M YCAYFM , M 3aKaHuuBas xHuramu, Qortorpadusamu, KuHOOUABMAMH H
MY3BIKaJIBHBIMH IPOHU3BECACHUIMM.



ABToOpCKHe IpaBa — 5TO NpaBa Ha MHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha IIPOU3BEACHHUS
HayKH, TUTEPaTyPHl U HCKycCTBA. ABTOPCKHUE NpaBa BEICTYNAIOT B KAYECTBE rapaHTHH TOro, YTO
HHTEJUIeKTyaNbHbIH/TBOpYeckulft Tpyn aBTopa He OyneT HalpacHBIM, HacT €My CIpaBeUIMBHIE
BO3MOXHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOErO TPYHAa, MOJYyYHTh U3BECTHOCTh U NPU3HAHHE.
Huxkro 6e3 pa3periesus apTopa He MOXET BOCIIPOM3BOAUTH €ro IPOU3BeEHUE, PACIIPOCTPAHATS,
ny6nuYHO NeMOHCTPHPOBATH, INPOJABATH, HMMIIOPTHPOBATH, IYCKaTh B IPOKAT, NyGAHYHO
UCIIONHATh, MOKA3hIBATE/UCIIONHATE B 3dupe wiv pasmemars B UHTepHere.

Hcnonb3oBaHue «IHPATCKOroy» MporpaMMHOro oGecredyeHus MOXeT NPABECTH K MHOTHM
puUCKaM: OT MOTEepH NAHHBIX K TBOMM aKKayHTaM X0 G6JOKHPDOBKHM TBOEro yCTpOHCTBa, rie
YCTaHOBIIEHHBI He JeraibHas mnporpamMma. He cTouT Takke 3abBIBaTh, 4YTO CYLIECTBYET
neranbHbIe ¥ GecnnaTHbIe TPOrpaMMBl, KOTOPbIE MOKHO HaTH B CETH.

O nopmane

CereBu4oK.pd - TBOU IJaBHBIN COBETUYMK B CETH. 34€Ch THl MOXEMIH Y3HAThH O
Ge30MacHOCTH B CETH MOHATHHIM M JOCTYIHBIM SI3BIKOM, & MPHU BO3HUKHOBEHHHM KPHTHYECKOM
CHTyalH OOpaTHTHCH 3a COBETOM. A TaKXe NPHUHATH y4acTHE B KOHKYpPCax M CTaTh CAMBIM
MG POBEIM rpax JaHHHOM!



